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Improving the Security of Cloud-based
Medical Image Storage
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Abstract—The amount of digital records created on a daily
basis in the health domain are expected to keep growing
sharply. Surely, a medical image contains vital information
used mainly to obtain early and accurate diagnosis and
treatment. Moreover, the adoption of an electronic medical
record system is the most effective method to increase
collaboration among healthcare professionals in order to
improve the quality of care and patient outcomes. Based on
these considerations, sophisticated software and platforms are
required to successfully store and process these digital records.
In spite of the importance of this model, building and
maintaining a local data center for hosting IT services would
inevitably increase the cost of healthcare services. Fortunately,
cloud computing has provided healthcare institutions with
affordable and elastic services to overcome these obstacles.
Indeed, this new paradigm allows healthcare organizations to
take advantage of remote computational resources offered by
an external party. In this respect, healthcare practitioners can
access cloud services to store patients’ data. These services are
billed based on the actual usage of cloud resources.
Nevertheless, the adoption of cloud storage in healthcare sector
faces enormous challenges, particularly those related to
security and privacy. Although there exist several solutions to
secure data, they mostly rely on traditional cryptographic
schemes, such as AES, RSA and DSA. However, these
techniques are often time-consuming, and hence, not suitable
for medical data. For this reason, the proposed mechanism
utilizes Shamir’s Secret Share (SSS) scheme to address the
security problems in cloud storage. The choice of this approach
is motivated by two main reasons. First, it does not usually
require complex mathematical operations to encrypt data as
compared to the other techniques. Second, it is an efficient
solution for ensuring fault-tolerance in cloud computing. In
this paper, we present the main concepts of our approach to
properly handle data confidentiality in cloud storage. We then
experimentally evaluate the proposed method to prove its
correctness. The simulation results show that the proposed
solution successfully reduces the security risks when storing
medical data on remote cloud storage.

Index Terms—cloud computing, medical images, storage,
security, secret share scheme

I. INTRODUCTION

I maging tools have revolutionized the practice of
medicine thanks to the advancement in modern imaging
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technologies. Actually, they are commonly used to help
professionals detect a variety of diseases at early stages. An
important advantage of these solutions is that they maximize
health problems anticipation and early diagnosis; thereby,
improving the patient’s medical care. In this respect,
healthcare institutions generate huge digital data to meet the
increasing demand for health services. Obviously, advanced
software and hardware are required to better manage and
analyze these digital records. However, despite the potential
benefits, the deployment of sophisticated local storage
systems and health information technology requires often
colossal investments. Besides, healthcare organizations
should hire technical staff to run and manage IT services
internally. Fortunately, a new trend called cloud computing
has emerged as one of the potential solutions for the health
information technology to gain momentum and become
fully operational. For instance, various terms and definitions
of cloud computing have been proposed in the literature. In
this regard, the definition provided by the US national
institute of standards and technology (NIST) is the well-
known and widely accepted among scientists. According to
this institute, this paradigm seeks to assure ubiquitous
connectivity and access to on-demand cloud services, which
are managed by the IT department or an external third party
[1]. Furthermore, these scalable services are evaluated in
accordance with a set of expectations for services stated in
the service level agreement (SLA). One of the advantages of
this concept is that clients can use cost-effective and easily
scalable IT solutions as a service instantaneously [2]. More
specifically, cloud providers use dynamic resource
provisioning (DRP) techniques to guarantee that the services
offered to consumers are available only when needed.
Besides, the implementation of this solution will help
healthcare organizations meet the intrinsic goal of reducing
costs since this has been the most distressful and concerning
issue in integrating IT in the healthcare sector. More
importantly, cloud providers are responsible for the security,
maintenance, upgrade and license of cloud resources. In
addition to the aforementioned tasks, cloud providers offer
tailored service-level agreements (SLAs) according to the
client’s specific requirements. Unlike the traditional
concept, cloud services allow consumers to be charged
based on a pay-per-use business model to reduce the
services costs. In light of these facts, some hospitals are
taking notice of this new trend and have begun to rely on
remote cloud services to manage health records.
Consequently, the demand for cloud services has increased
as more and more healthcare institutions are interested in
adopting cloud computing. In this regard, the cloud-based
medical image storage has become a promising technology
and the greatest agent of information exchange in healthcare
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domain. As a result, healthcare practitioners rely on the
remote tools of storage systems to manage and safeguard
patient’s medical records. Despite the advantages of cloud
storage, the migration to this model faces divers challenges.
In this regard, security and privacy concerns remain one of
the major obstacles that face a unanimous consensus as to
the adoption of this approach. Taking all these
considerations into account, it is mandatory first to explore
the security risks and menaces related to this technology.
Next, we need to highlight the security requirements. We
can then propose a novel framework to secure medical
image storage in the cloud computing, which would improve
clinical outcomes.

Our article is organized as follows. In Section II, we
discuss some existing cloud storage solutions. Section III
lists and discusses security concerns in cloud storage.
Privacy requirements are discussed in Section IV. Section V
and VI elaborate on the proposed framework and techniques
involved in data security. Section VII presents the results of
implementation of the suggested encryption technique. In
Section VIII, we analyze the security of our proposed
method. We end this study in Section IX and X by
concluding remarks and future work.

II. RELATED WORK

There is a growing consensus that public cloud is an
advanced and manageable tool to store and access digital
records. However, a handful of factors may seriously
impinge on the effectiveness of public cloud if they are
overlooked in the implementation process, factors akin to
security and privacy. After the emergence of cloud
computing, several techniques were proposed to implement
security policies and privacy mechanisms. The most
important thing to consider when designing secure protocols
is the safety of customers' data. A perfect way to protect
sensitive data is to encrypt files locally before sending them
to the cloud providers. In this respect, encryption techniques
are the most widely used form of data protection in cloud
computing environment. This section aims at presenting
some existing frameworks that deal with the security of
medical data in the cloud storage. Several studies have
addressed the privacy and confidentiality issues in cloud
computing. In [3], Andra et al. introduce a method based on
steganography to hide medical records and to protect them
against unauthorized use. The drawback of this method
consists in its limitation in terms of embedding capacity.
Another group of studies utilize encryption techniques as a
method to prevent accidental data disclosure. As a matter of
illustration, Waghmare et al. propose convergent encryption
to perform deduplication in cloud environment [4]. This
approach aims at minimizing the amount of data that needs
to be stored and reducing costs. To this end, a cryptographic
hash function is used to eliminate duplicate copies of
repeating data. Even though the deduplication protects
clients’ data, it is often noted that this method has a negative
impact on the quality of the reconstructed images. Kartit et
al. [5] suggest the utilization of AES algorithm to secure
cloud storage. Specifically, the input file is basically divided
into many parts of the same size. In this model, all blocks
are encrypted using AES algorithm to prevent accidental
disclosure of private information. In this framework, the

RSA algorithm is used to highly secure key exchanges
among clients. Another technique, presented in [6], involves
implementing a visual cryptographic technique to tackle the
challenges of privacy-preserving issues inherent in cloud
storage. One of the main objectives of this solution is the
ability to store and access clients' data easily. In this respect,
an essentially initial step in encrypting data is to convert the
secret document from a plaintext format to an image file
using Apache POI interface. During the first stage, this file
is encrypted by the visual cryptographic method to
guarantee that the data cannot be compromised.
Furthermore, the proposed system provides better
performance in comparison with AES and DES algorithms.
To comply with data protection and privacy requirements,
Kaur et al. [7] use a hybrid cryptosystem to encrypt sensitive
data. One advantage of this technique, in addition to using
visual cryptography (VC) techniques, is that it applies RSA
algorithm to enforce data security when producing shares.
Therefore, the authors use VC to transform the secret data
into multiple shares before encrypting them again with the
RSA algorithm. In doing so, it is hard for unauthorized users
to gain access to remote clients' data. Alternatively,
Vengadapurvaja et al. use homomorphic encryption [8].
This form of encryption generally allows simple
computations on encrypted data. In this scheme, an image is
converted into a matrix. Afterwards, they rely on
homomorphic properties to generate the public and private
keys. These encryption keys are designed to perform the
encryption in order to maintain the data security in cloud
storage. Due to the many computations it involves, this
method is unfortunately often very computationally
expensive. Authors in [9] propose a framework based on
multi-cloud environment to store digital data remotely. To
this aim, they use a segmentation approach to split the input
image into many regions to prevent data disclosure. More
importantly, the watermarking technique is used in order to
verify the integrity of the outsourced clients' data. In order
to deal with the data integrity, the digital signature and
watermarking methods are used to detect any accidental
change to outsourced clients' data. The framework
developed by Padhmavathi et al. [10] wuse visual
cryptography VC (2, 2) to secure the utilization of cloud
storage services. In this case, they split an image into many
shares to reduce security risks in the cloud storage. In this
approach, they propose the watermarking method for
embedding the created shares within a cover image to
prevent unauthorized use and access to critical information.
The key benefit of this approach is that it can reduce
computational costs, and thereby enhancing the overall
system performance.

To sum up, there are many techniques to manage a wide
range of privacy and security risks that may impact clients'
privacy when using cloud services. However, they are often
too complex to use in practice, particularly when leveraging
massive volumes of medical data. In the next section, we
will present the security issues and privacy requirements in
the healthcare domain, according to which the appropriate
solution can be selected.

III. SECURITY ISSUES IN CLOUD STORAGE

In general, cloud computing is considered to be one of the
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major advances in information technology (IT). It has
fundamentally changed the way that healthcare institutions
use and manage IT services. In fact, it offers dynamically
flexible, scalable computational resources to the clients.
Hence, it is a simple and effective way of outsourcing
computation tasks and storage to an external third-party. To
offer cost-efficient services, cloud providers rely on various
technologies that include, but are not limited to,
virtualization, parallel and distributed system (PDS) and
web 2.0 so as to fulfil the requirements of the SLA contract
[11]. This being the case, the utilization of these
technologies is basically the source of many security
vulnerabilities, risks and threats in cloud services, especially
with respect to storage systems.

A. Virtualization

The primary aim of this technique is to share the same
physical hardware. This typically implies creating different
virtual versions from a single physical resource. This
approach is very useful because it allows cloud providers to
deploy various operating systems and applications on one
physical server. Essentially, it is an efficient way to reduce
infrastructure costs and improve system performance. In the
same line, virtualization provides many mechanisms to
enhance reliability and trust. Among these mechanisms are
live migration, high scalability and fault-tolerance.
Unfortunately, this technique poses serious security threats
due to diverse types of vulnerabilities and problems,
particularly regarding VM isolation, VM image sharing, VM
escape incorrect, hypervisor intrusion and VM migration
[12] [13]. In addition to these security concerns, the
utilization of this technology would cause the deterioration
of the performance of virtual machines (VMs) [14].

B. Data and Storage

In response to the growing demand for information
technology, cloud providers use distributed systems. This
offers the ability to distribute the tasks and data on multiple
servers to improve efficiency and performance. However, in
this type of systems, the users’ confidential data usually
reside on servers located in different data centers. That is
why cloud architecture is commonly viewed as a primary
source of various challenges that impinge directly on some
of the key features like system availability, job scheduling,
load balancing and resources provisioning. In addition to
issues having to do with data location, the shift to cloud
computing raises further security considerations and critical
problems. In particular, multi-tenant environment, data
recovery vulnerability, improper media sanitization and data
backup are the major problems facing the successful
implementation of cloud storage [15] 16].

C. Web Technology

To enable ubiquitous access, remote cloud services are
accessible via the Internet through a web browse. That is
why web technologies represent the foundation part of the
cloud technologies. With these web interfaces, users are able
to manage and access computational resources using thin or
thick clients. Specifically, the application programming
interfaces (APIs) are used to easily administer and gain
access to cloud services. In this case, APIs allow users to
rapidly create connections between an application-layer and

remote cloud resources. However, despite the benefits of
APIs and web applications, using this technology in cloud
faces security problems as outlined in [17]. This is because
of common web security vulnerabilities including SQL
injection attack, cross-site scripting (XSS), cross-site request
forgery (CSRF), HTML/URL injection problems and
request encoding attacks, to name a few.

IV. PRIVACY PRESERVING REQUIREMENTS

Using digital records in modern medicine has become
increasingly important, particularly since it enables a rapid
and effective diagnosis. Actually, the image data provide
useful information to assist decision-making, and hence aid
doctors to improve treatment. Based on these considerations,
any accidental modification of digital contents can
negatively affect the quality of clinical patient outcomes.
Thus, we believe that it is vital to provide, in this section, a
comprehensive taxonomy of the main privacy requirements
regarding the storage of medical records in cloud
computing. These parameters have been collected from
diverse latest articles [18] [19] [20] [21].

A. Confidentiality

Confidentiality refers to the mechanisms that prevent
inappropriate disclosure of confidential data. In other words,
unauthorized users cannot reveal patient's medical
information. In particular, data should be protected against
internal and external threats as well as malicious intrusions
in the cloud storage environment. To achieve this goal,
healthcare professionals often encrypt their sensitive data
before transmitting them to the cloud computing.

B. Integrity

Healthcare professionals use medical images for clinical
decision-making. In light of this fact, it is mandatory that
image data should remain intact during transmission or
storage in the cloud computing. These challenges arise
primarily because clients have less control over their data. In
fact, data are stored on remote servers that belong to an
external party. Hence, preserving health records integrity is
becoming a major problem as clients do not have copies of
all stored data. For this reason, many protocols are
developed to delegate task of monitoring data integrity to an
external entity called a trusted party auditor (TPA).
However, adopting such an approach will require significant
adjustments on the part of cloud providers.

C. Availability

Nowadays, imaging technology has a crucial role in
various aspects of the diagnostic process and clinical
decisions. Essentially, using these digital records would
undoubtedly help healthcare organizations improve the
quality of medical services and patient outcomes.
Consequently, doctors should have immediate access to the
cloud storage. Because of this, high-availability and
reliability are essential prerequisites for clinical data
management. For this reason, cloud providers rely on
several techniques for maintaining cloud services
availability. Techniques such as data replication and load
balancing mechanisms are used to enhance reliability. There
is still, however, certain malwares and different attacks that
can negatively impact the system availability [22].
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D. Data Ownership

Cloud computing relies on sharing resources among
various consumers for offering cost-efficient services. In
this case, cloud providers use often multi-tenancy and
virtualization mechanisms for reorganizing allocation
requests according to the client's needs. Although this
approach reduces cloud costs, it faces several security
challenges, particularly with regard to data ownership and
data access rights. In the face of these challenges, different
techniques are suggested to guarantee the ownership of
health records. In this context, the watermarking techniques
are the principal method used for determining the rightful
owner, copyright protection and content authentication.

E. Authentication

This technique aims at confirming the identity of cloud
consumers. In this respect, the system validates each client
who would like to use cloud services and resources. Usually,
the identity of the users is checked against their stored
credentials using the authentication server before allowing
them to access to cloud services. In the cloud computing
environment, federated identity management systems based
on single sign-on protocols are widely used for the identity
management procedure. Simply put, it makes sure that only
authenticated and authorized users have access to the remote
storage system to comply with security policies.

F. Access Control

Access control is an important mechanism by means of
which data are protected from unauthorized use and
disclosure of confidential medical information. The main
objective of this system is to deny, restrict or allow
consumers access to remote services by means of a set of
access policies. Essentially, it determines who can use
specific cloud resources like systems, resources and
applications. However, the implementation of this tool in
cloud computing is still challenging. In fact, traditional
access control schemes are usually not suitable to such
environment since it is a distributed multi-domain system.
For this reason, various models are suggested by researchers
to address this issue. In this context, Mandatory Access
Control (MAC), Discretionary Access Control (DAC), Role-
Based Access Control model (RBAC) and Attribute-Based
Access Control (ABAC) are the most popular existing
models for the cloud environment [23].

G. Anonymization

In concomitance with law and regulations, the security of
patients’ health information is a top priority for consumers
in the cloud storage. In reality, the name and social security
number (SSN) of patients, which are commonly used to
identify a specific person, are protected from accidental loss,
unauthorized access, use and disclosure. More precisely, it is
necessary to take some typical measures to ensure that cloud
providers and unauthorized users are not able to link
between medical records and corresponding owners. This
can be accomplished by using pseudonym algorithms, such
as K-anonymity, L-diversity and T-closeness. They are one
of the popular methods that seek to maintain data
anonymization in the cloud computing.

H. Collusion Resistant

The primary goal of this technique is to prevent entities

that cooperate to perform some functions over medical data
stored in the cloud. For this reason, cloud providers need to
protect data against collusion attacks. To achieve this goal,
cryptographic methods based on hash functions for privacy-
preserving data mining are used. Alternatively, one can use
protocols based on the homomorphic methods to achieve
collusion-resistant in cloud storage.

1. Auditing Capability

Client’s data faces security threats originating from both
outside and inside the cloud. That is why consumers or a
nominated third party need to record all events and actions
occurred in cloud storage [24]. The main objective of this
mechanism is to ensure that all activities are performed by
authorized users and in compliance with data protection
requirements. Moreover, this approach allows clients to
evaluate and control the service-level agreement (SLA).

J.  Computational Efficiency

Although cryptographic techniques protect data, they can
also affect the system performance and reliability. Hence,
the computational overhead must be optimized to reduce the
execution time. In fact, doctors need an immediate and rapid
access to patient’s digital records. Under these conditions,
the techniques used to maintain security in cloud storage
must be efficient in terms of time complexity. To solve this
problem, a distributed privacy-preserving data aggregation
protocol has become widely used for image encryption to
make a trade-off between security and ease of use.

V. PROPOSED CLOUD STORAGE ARCHITECTURE

As outlined above, using cloud services in the healthcare
domain offers multi benefits not only for patients but also
for healthcare professionals. However, as highlighted above,
security and privacy concerns are the major obstacles to the
common adoption of this new paradigm, especially in the
healthcare domain. In this section, we design a framework to
secure medical data in a cloud storage environment. More
importantly, the proposal enables effective collaboration
among healthcare professionals. From this perspective, we
suggest an appropriate data protection method to ensure safe
and reliable cloud services. The principal aim of this
solution is to achieve an acceptable balance between the
requirements of privacy and the system performance.

A. Motivation

Our proposed platform provides storage capabilities using
cloud services. Primarily, it is meant to provide appropriate
data security measures to enable the secure use of cloud
storage. The proposed solution is also designed to promote
collaboration across healthcare organizations by facilitating
data sharing between the Consumer Hospital (CH) and the
Produced Hospital (PH). In this case, PH is the entity that
produces multiple medical images forms including X-rays,
CT scans, MRI, ultrasound and more. In such a model, the
cloud provider offers a wide range of services to store,
access and share medical records. Additionally, this
framework aims at outsourcing the backup and archive of
medical images. However, despite its benefits, this concept
still faces various security problems. To address this issue,
we propose a framework that ensures the implementation of
a secure cloud solution to store health records.
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B. Proposed Architecture

Our goal is to propose a secure architecture of cloud
storage to meet privacy-preserving needs. Firstly, we list
and sum up medical image privacy requirements to keep the
patient’s information safe in the cloud. The priority level of

each factor is presented in Table I.
TABLE I
PRIVACY REQUIREMENTS AND THEIR LEVEL OF IMPORTANCE

Requirement Priority
Confidentiality High
Integrity High
Availability High
Data ownership High
Authentication High
Anonymity Medium
Collusion-resistant Medium
Unlinkability Medium
Access control High
Auditing capability Medium

Secondly, we compare and analyze different existing
deployment models of the cloud computing and their
corresponding strengths and weaknesses, as illustrated in
Table II. Basically, they are collected from a rich body of
literature [25] [26] [27].

TABLE II
A COMPARATIVE ANALYSIS OF CLOUD MODELS
Deployment Strengths Weakness
models
= Low cost. = Difficult to customize
= Scalability is simple security policy.
and immediate. = Legal and compliance
Public = Low local resources issue due to a variety of
requirement. regulations and standards.
= Pools and applications
are shared among many
different clients.
= There is no scalability
within an instance.
= More secure since | ® Higher cost.
security  policy is | = Less collaboration
dedicated to a single between organizations
Private organization. and users.
= Deeper compliance | *= Computational resource
with legal issues. limitations.
= Require technical staff
to manage on-premise
private cloud.
= It takes advantage of | = Security issue due to
public and private multiple security policies.
Hybride cloud: low cost and | = Difficulty of data
high level security. exchange between private
Indeed, sensitive data and public cloud due to
are located in private | lack of data exchange
cloud and less standard between
sensitive data in public different cloud providers.
cloud. = Difficulty of  cost
monitoring.
= It is a good solution | = Difficulty of key and
to easily exchange | identity management.
Community medical data and | = Legal issue particularly
improve collaboration when members of
between organizations. community are  from
different countries.
= Problem of
interoperability and
portability between
different cloud providers
and platforms.

Finally, we identify the appropriate, cost-effective
architecture that fulfills privacy requirements of medical
images. In this context, there is a spectrum of use cases
according to the associated risks [28]. In fact, the value,
sensitivity and criticality of data are the key factors that
determine an efficient cloud implementation. Accordingly,
the deployment models depend heavily on the sector of
activity and security requirements, as shown in Fig. 1.
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Fig. 1. The relation between cloud model and data criticality levels.

Indeed, manipulating public data, where security is not
the main focus can be done on public cloud. Furthermore,
private cloud is an obvious solution for sensitive data.
However, high sensitive data and critical applications might
never be deployed over the public cloud computing.

Under these conditions, we suggest a hybrid model
composed of two entities. The first one is a trusted private
cloud, while the second one is a public cloud. The primary
objective is to enhance security while reducing costs.

C. Proposed Framework

As health records are sensitive data, they should be
protected against unauthorized use, disclosure and access.
Having this purpose in mind, we propose an architecture
based on a hybrid model so as to minimize security risks
associated with cloud storage as well as reducing the costs.
Clearly, our proposal to solve the privacy issue involves a
third party that offers security as a service and a hybrid
cloud model. In doing so, critical applications must be
stored in the private cloud. In the same vein, the public
cloud resources are used as a service to save and archive
health records remotely. Essentially, the trusted third party
provides necessary security measures to protect data before
transferring them to cloud storage. Furthermore, in line with
the need for data protection and privacy, the communication
and data exchange among all these modules are secured by
using virtual private network (VPN).

In the proposed architecture, we focus on the separation
of the cloud providers and healthcare orgnaizations by using
an additional component. This provides more flexibility in
extending security services and then offers a variety of
security features and mechanisms such as authentication,
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authorization and encryption. Fig. 2 shows the three-level
architecture of the proposed cloud system.

Public Cloud ( Storage-as-a-Service)

Trusted Third Party (Security-as-a-Service)

Bt e r it

Patient A

v Health =
Records 2

w

uoneziuesio aredyifeoy

Fig. 2. A conceptual view of the three-level hierarchical architecture.

To summarize, our architecture is divided into four main
components as Fig. 3 shows, namely PubServ, CloudSec,
Gateway and DicServ.

PubServ

1L

CloudSec (Trusted Party)
- Anonymization, Access control, Encryption

Gateway |

Secure VPN tunnel

Gateway

DicServ 7]7)/icSe1fv "
+W1 | '

= + ===
Institution A Institution B

Fig. 3. General overview of the proposed architecture.

D. Discussion

The proposed architecture is a hybrid cloud, which is the
combination of public cloud computing and an on-premise
private cloud platform. These two infrastructures are
separated from each other and communicate over an
encrypted connection. With this architecture, healthcare
organizations rely on private cloud to keep sensitive
applications. The key advantage of this concept is its
capacity to improve data privacy as well as reducing both
latency and costs. In this case, the public cloud can be used

as a computational platform for data processing and storage,
and as a backup system of medical images as well. The
public cloud is also an appropriate solution for the medical
image exchange framework with other healthcare
organizations. In fact, the use of an electronic medical
record (EMR) system seems to be of utmost importance to
allow a better patient’s care and collaboration among
different healthcare institutions. Basically, the security of
medical data is strenthened through an additional module
called CloudSec that provides security measures to avoid
malicious data disclosure. Based on these constraints, the
proposed architecture contains four main components:
PubServ, CloudSec, Gateway and local DicServ. Using this
solution would inevitably minimize security risks, threats
and vulnerabilities associated with cloud storage
environment. Here are the major components of the
proposed framework and the functions of each.

DicServ

It is a local data center that stores a newly acquired
medical image by any acquisition devices. The primary
objective of this approach is to guarantee that only unneeded
medical records or previously used are transmitted across
the network to the public cloud. This aims at avoiding the
transfer of large amount of data, which would undoubtedly
help reduce the bandwidth usage. Accordingly, DicServ is
used as a temporary storage space for immediate utilization.
Concretely, it keeps images in a cache memory for a
specified period of time, for example a month, before
moving them into the public cloud. In addition, this local
server stores encryption keys and deploys critical
applications.

Gateway

It is the interface between private cloud and CloudSec.
On the one hand, it is essentially responsible for securing
communication and transferring of medical images
according to DICOM standard, particularly DICOM queries
(C-Store, C-Move and C-FIND). On the other hand, this
entity coordinates with CloudSec to meet security and
privacy requirements.

CloudSec

It is an important entity of our proposed framework.
Indeed, it is a trusted third party that provides security as a
service to the cloud consumers. This component is meant to
ensure privacy and security of medical images in the cloud
environment. In other words, it acts as a secure interface
between healthcare organizations and cloud providers.

On the one hand, it relies on cryptographic encryption
methods to maintain data privacy. In this case, we propose
Shamir’s Secret Sharing (SSS) scheme method to protect
medical records in the cloud storage. On the other hand, the
CloudSec offers other security mechanisms to meet privacy
requirements, including auditing, anonymity and access
control. The latter is designed to identify and decide who
can gain access to a specific system, resources and
applications. To this aim, a range of criteria are set in
advance to comply with a security policy. As a result, this
mechanism guarantees that only authorized users can access
the cloud storage. For security reasons, the CloudSec
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module monitors and records all attempts made to access
medical data. In this respect, we suggest attribute-based
access control (ABAC) model to limit access to specific
protected objects in the cloud storage. In fact, this scheme is
capable of provisioning multi-level access delegation and
on-demand attribute revocation [29]. To ensure effective
compliance with data protection, we propose the K-
anonymization algorithm to prevent disclosure of the
patient’s details [30] such as the name and the social
security number (SSN). This paper focuses mainly on data
confidentiality in the cloud storage system by implementing
the SSS method. To sum up, the CloudSec module is
responsible for managing data confidentiality and access
control in the proposed framework, as shown in Fig. 4.

uondAroug

Encryption

CloudSec

Cemhcale BrveData Se Yor

000

Authentication Sevice Ldap Database

[01IU0D $$300Y
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Fig. 4. The main functions of the CloudSec module.

In practice, CloudSec is designed to provide several
functionalities. (1) It offers single sign-on to all cloud
services. (2) It helps clients in choosing and configuring
security services.

Since CloudSec is a single point of failure (SPOF), we
suggest using the software-defined networking (SDN)
paradigm in order to ensure high availability and failover.
In SDN, the core architecture is divided into three
components, namely infrastructure, control and application
layers. The upper layer defines rules and offers different
services, while the control plane is the main component
responsible for monitoring all operations as well as
managing network policies. The infrastructure layer
comprises network elements such as physical/virtual
switches, routers and access points [31]. The concept of
management encompasses operations to support the
infrastructure and ensure the security of SDN system. The
following figure, Fig. 5, summarizes the basic architecture
of a SDN framework.

Application layer (SDN application)

Control layer (SDN controller) |

Infrastructure layer (Data plane)

Fig. 5. Basic SDN components.
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PubServ

In general, this public cloud provides two main services,
i.e., a log-term archive system and image processing as a
service. In the proposed framework, PubServ is used as a
backbone to secure data storage and as a backup of health
records. The major advantage of this solution consists of the
ability to offer scalable and efficient resources to save
medical records and suitable disaster recovery solution.
Besides, healthcare institutions can perform complex
medical image processing on remote and high performance
servers with sophisticate software. In this approach, medical
images are transmitted into the PubServ module. The post-
processing of these images will be returned to the client. In
this study, we focus mainly on storage services. In this
regard, clients rely on remote storage systems to manage
and safeguard their medical records. However, despite the
potential benefits of cloud storage, security and privacy are
the major hurdles of this new concept. In this respect, we
propose the SSS method to encrypt the stored medical
images; thereby, protecting patient privacy against
unauthorized users. To this aim, the CloudSec entity splits
health records into several portions before uploading them
to the PubServ system. Based on these considerations, we
opt for distributed storage systems that spread data across
multiple storage nodes. With a typical multi-cloud
architecture, clients have the possibilty to save their medical
data on several storage systems that belong to different
cloud providers. The main purpose of this concept is to
successfully address security and privacy concerns.
Moreover, the proposal helps to reduce dependency on a
single public cloud provider (vendor lock-in issue).

VI. USED METHOD FOR DATA CONFIDENTIALITY

As doctors currently rely on medical images in clinical
practice, it is mandatory to protect these digital records
against unauthorized access or modification. To achieve this
goal, we suggest an approach to adequately preserve the
confidentiality and availability of health records. The
proposal is based on two solutions, i.e., Shamir’s Secret
Sharing (SSS) scheme and a multi-cloud architecture.
Normally, implementing the SSS method offers also an
effective fault-tolerance mechanism and hence provides
highly available and reliable cloud services.

A. Shamir’s Secret Sharing (SSS) Scheme

The primary objective of this method is to prevent a
privacy breach from occurring in order to ensure a secure
data sharing. From this perspective, Shamir, in 1979,

(Advance online publication: 1 February 2019)



Engineering Letters, 27:1, EL._27 1 21

proposed an algorithm to create several n shares from the
secret data s, and then, store them in different locations to
keep sensitive data safe. In this approach, only m subsets of
these shares can reconstruct the secret using (z, n)-threshold
schemes, where / < t < n [32]. To design and implement
this model, we first convert the secret data s into a single
number in finite fields. Second, we randomly select #-1
independent coefficients ay,..., a,; and a large prime number
p. We represent a perfect secret sharing scheme using the
polynomial function f (x). This can be written as the
following formula [33].

f(x)=(s+a x'+ax*+... +a x"' ) mod (p) (1)
Finally, we evaluate the polynomial f (x) in n distinct points
Xlyeey Xp, 1€, y; = f (x;). Thus, each share (x;, f (x;)) is
normally stored on a distinct virtual machine.

In such a scheme, in order to reconstruct the secret data,
we basically apply Lagrange interpolation to any ¢ or more
than ¢ shadows [34]. Hence, the function f (x) can be defined
as in (2).

£ 00 = Zhav[Mag ] mod @ @

Based on (1), we get the secret data by evaluating f (x) in
Zero.

X —Xj

s=1(0) 3)
From (2) and (3), the secret data can be expressed as in (4).
s= Sheryic s ] mod () )

To keep the secret data s safe and secure in cloud
environment, we use Algorithm 1 to implement the SSS
technique, especially (t, n)-threshold.

Algorithm 1. Create secret shares

Input: n, ¢, s, where n is the number of participants, ¢ is
the threshold, # <n and s is the secret data.

Output: < shares>

1: Initialize p as a vector of size 7.

2: Initialize shares as a vector of size n.

3:p[l]«s

4:fori«— 2totdo

5. p[i] « Random In (GF [2%))

6: end for

7:fori<« 1tondo
8:

y<0
9: forj <« 1totdo
10: y—y+pljli!
11:  end for
12:  shares [i] < (i, y)
13: end for

14: return < shares >

Similarly, to get the secret information s, we use only #
shares along with the formula (4), as illustrated in the
Algorithm 2.

Algorithm 2. Reconstruct the original image

Input: share; = (x;, y;), where i = 1,..., t and £ is the
threshold.

Output: <s >, where s is the secret image

1: p < interpol (share,, ..., share,)

/linterpol is the Lagrange interpolation function //

2: s<—pl[l]

3:return < s >

B. Multi-cloud Environment

As discussed above, implementing cloud storage to store
sensitive data brings about many security concerns. In the
light of this fact, the usage of this model in the healthcare
domain needs the reinforcement of security measures. In this
respect, the multi-cloud architecture is an efficient approach
to handle security risks associated with outsourcing the
storage of patients' medical records [35]. The key concept of
this model is the storage of data on various storage media. In
this case, one is not able to reconstruct the original data
from a single share. Today, there are a variety of
architectures of multi-cloud systems. In this context, the
most widely used models are Byzantine Fault tolerance,
DepSky, Redundant Array of Cloud Storage (RACS), High
Availability and Integrity Layer (HAIL), and Intercloud
Storage (IC Store). According to [36], DepSky model,
which offers four virtual storage systems, is considered the
most reliable model in the multi-cloud environment. This is
achieved by using two algorithms: DEPSKY-A (Available
DepSky) for system availability and DEPSKY-CA for data
confidentiality. As illustrated in Fig. 6, the DepSky model
employs a secret sharing scheme and erasure codes to store
private data like health records [37]. Consequently, the
architecture of DepSky is the most appropriate solution for
ensuring proper data storage security, particularly with
respect to availability, data protection, privacy and vendor
lock-in. On this basis, we choose DepSky model as an
adequate solution to meet security, privacy and compliance
requirements. More importantly, this cloud storage model
relies on four commercial clouds to provide unlimited online
storage space. Another advantage is the utilization of an
efficient fault—tolerance mechanism to establish a reliable
and available distributed environment. This concept mainly
allows healthcare organizations to successfully recover their
data even in case of the failure of some storage nodes.

Key generation using
Shamir’s Secret Share

Data encryption
using  erasure
codes

Data >

Encryption Storage

Fig. 6. The principle of DepSky architecture.

As for the reinforcement of data protection, the CloudSec
module uses SSS method to transform the original secret
image into many shares according to the (n, t)-threshold
scheme. The obvious solution for preventing accidental data
disclosure in cloud is to save data on different stoarge
systems. To this aim, we distribute the share s; = (i, f (i)) to
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the ith cloud provider. More importantly, we use the
DepSky model to spread data across multiple storage nodes.
Meanwhile, the secret image is recovered by combining at
least ¢ shares, as illustrated in Fig. 7.

Input image

Create many shares using Algorithm 1 and (t, n)-threshold

e C N

DepSky

Iy

Combine at least t shares using Algorithm 2

Fig. 7. The principle of image encryption using SSS method.

As mentioned before, the usage of DepSky architecture
would improve the availability, confidentiality and integrity
of clients’ data. In contrast to conventional measurements,
the present methodology is based on a combination of two
simple concepts: distributed storage and secret sharing
method. In this case, each cloud provider holds only a
portion of the secret image to prevent disclosure of
confidential medical information.

VII. SIMULATION RESULTS

After formally presenting the proposed solution, we show
how it can be used to protect health records in the cloud
environment. To this aim, we apply Shamir’s Secret Sharing
(SSS) scheme to secure digital records. More specifically,
we extend the standard model of SSS method to the real
number field R. For an image, the Shamir's (t, n)-threshold
method is considered as a problem of computing the
following equation in a linear algebra, as in (5).

12 .. 2tt g (h\
P : : { a \ Y2
-] ©
t—1
1t .. t 9
Ae—q yn
1n nt-1t

At the same time, at least ¢ participants can reconstruct the
secret a, by solving a linear equation represented in (6).

1t - ittt Qo
Vi,
1 .. it | a; |
. (6)
N
1t .. it At—1

To demonstrate the feasibility of this solution, we apply
the SSS technique, especially the method described in [38],
to binary images.

In this case, we rely on (5) to create n shares (S,, Si,
Ss,-.., Sp1). Thus, the secret image is split into m portions
with ¢ pixels. To this objective, we define the polynomial
associated to each part £, as in (7).

S (X) = sp+ s;x'+...+sux™ I <k<m 7
In doing so, we obtain an array A, with m values s; (x),
Sy (X),..., sm (x). Consequently, we produce n shares by
reshaping A, into a matrix, where / <x <n.

Similarly, we use (6) to reconstruct the original image.
To this aim, we use an array X = {Xo, X;...X(} in order to
store the value x of ¢ shadow images. Precisely, we reshape ¢
shares into an array that has m length. Afterwards, we use the
value S; (X)) related to i-th element of a specific / array. In
the following step we use i-th element of selected shares (S;
Xo), Si (X)),---, S; (Xi.1) to calculate value of the following
coefficients: Sg, Si,..., St—1. This is achieved by solving the
linear equations, as defined in (8).

Si(Xo) = s + siXo+..+ st_ X5 (mod p)
Si(Xy) =sb +siX+...+ st_; X1 (mod p)

®)

Si(Xen) =55 + 58X +.. o+ sty XE2E(mod p)

We repeat the same procedure for all arrays, and then, we
reshape the intermediate image from m X t into the final
image with H X W to get the secret image.

To illustrate the basic principles behind our proposed
approach, we implement this technique in MATLAB
version R2014a. More specifically, we rely on the (4, 8)-
threshold scheme to generate the shares and distribute them
to several cloud providers. In this simulation, we split the
original image into 8 partitions to avoid the disclosure of
confidential information. Obviously, this means that medical
data are protected against cloud providers. In the same vein,
CloudSec module needs to merge at least 4 shares to recover
the secret image. As shown in Fig. 8, the simulation and
experimental results illustrate the ability of the SSS method
to safeguard sensitive data.

For more comprehensive evaluations of the proposed
method, we choose six medical images that are downloaded
from website [39], i.e., ultrasound.bin, mammogram.bin,
xray.bin, ct_scan.bin, head.bin, and spine.bin. In this case,
they are all 256 x 256 pixels and have grayscale values
between 0 and 255. Hence, we choose p = 257 as the prime
number. In this study, we apply the Shamir's (4, 8)-threshold
to create 8 shares from the secret image. Accordingly, at
least 4 image shares can be used to reconstruct the original
image. The simulation results are depicted in Fig. 9, Fig. 10,
Fig. 11, Fig. 12, Fig. 13 and Fig. 14.

As can be seen from simulation results, this technique is
an adequate solution for preventing accidental data
disclosure, as well as supporting distributed storage systems
(DSS). The basic idea of this concept is to enable the storage
of generated shadow images in various nodes to enhance
privacy and security. As the DepSky model offers four
storage devices, we store two shares in each node of the
DepSky system.

To reconstruct the secret image, we need only four
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different shares according to the predefined threshold (4, 8).
Note that in this case, we rely on (6) to get the secret image.

VIII. SECURITY ANALYSIS OF THE PROPOSED METHOD

Basically, the proposed technique is based on (n, t)-
threshold and involves sharing a secret image among a set of
n clouds in such a way that any group of 7-1 malicious cloud
providers cannot reconstruct the secret image. In fact, the
SSS method represents a theoretically secure information
cryptosystem [40].

Theorem. In the (t, n)-threshold scheme, 7-1 or less
shares do not leak out any information of the secret medical
image.

Proof. Given t-1 shadow images (X;, y;), every potential
candidate secret s* € Zp should corresponds to a unique
polynomial f (.) of degree #-1 that satisfies f (0) = s’. Based
on the construction of these polynomials, there is an equal
probability of Pr [s = s7] for all s” € Zj,.

In practice, there are multiple parameters to evaluate the
degree of encryption quantity like Number of Pixels Change
Rate (NPCR), Unified Average Changing Intensity (UACI),
statistical analysis, correlation coefficient, histograms of
encrypted images, etc. In this study, we rely on histograms
to prove that the proposed solution ensures data protection
against untrusted cloud providers. From Fig. 15 and Fig. 16,
one can see that the histogram of different shares are fairly
uniform and is significantly different from that of the
original image. Consequently, the SSS method is perfectly
secure and does not depend on the computational power of
any cloud provider.

According to the implementation results, the proposed
solution is an efficient method for protecting digital records
in cloud storage. More precisely, unauthorized users cannot
reveal any information about the secret image. At the same
time, it ensures high fault-tolerance. This is because we can
recover the original image even if we lose n-m shares.

IX. A COMPARATIVE STUDY

The attempt of protecting sensitive data in cloud
computing environment has been done by using several
techniques. In most cases, cloud providers rely on traditional
cryptographic methods to prevent accidental data disclosure.
In short, AES algorithm and deduplication techniques
perform best on particular types of data like digital or
textual. For that reason, new techniques are suggested to
overcome these limitations. In this regard, visual
cryptography (VC) offers the possibility to transform a
secret image into multiple shares. An attractive alternative is
to embed secret messages into a cover image by using
steganography techniques. Although these techniques ensure
data confidentiality and security, they have some limitations
due to embedding capacity and visual quality degradation. A
summary of the pros and cons of these well-known security
techniques are provided in Table III. Accordingly, these
techniques still need significant improvement to meet
security requirements in cloud computing. In this respect,
we propose a framework to enforce compliance with privacy
policy in healthcare domain. Technically, the proposal is
based on secret sharing scheme and multi-cloud architecture

to support high availability, data confidentiality and
anonymity. Furthermore, we use three-level architecture by
introducing a trusted module that acts as a proxy.
Essentially, this framework is designed to reduce security
risks and provide a secure connection between clients and
cloud services providers. Therefore, our proposed approach
offers a greater degree of flexibility and increased security.
Table IV presents a comparison between the existing

methods and a new alternative framework.
TABLE IV
A COMPARISON BETWEEN DIFFERENT FRAMEWORKS AND APPROACHES

Studies| Confidentiality | Fault- |Anonymity | Computational
tolerant Costs

[3] Acceptable No No Good

[4] Good No No Very Good

[5] Very Good No No Acceptable

[6] Good No No Very Good

[7] Very Good No No Acceptable

[8] Very Good No No Poor

[9] Good No No Good

[10] Acceptable No No Good

This Good Yes Yes Good

work

X. CONCLUSION

Recently, healthcare organizations have become aware of
the benefits and risks of cloud computing. On the one hand,
this approach allows consumers to store medical records on
remote resources. Another advantage is that clients are
charged only based on the actual usage of the storage space
to achieve a significant cost reduction. Menwhile, cloud
providers promise to deliver on-demand services that
comply with service level agreements (SLAs), especially in
terms of flexibility, efficiency, costs and security. On the
other hand, the implemention of this new approach poses
significant security and privacy concerns. This study
discussed the essential factors affecting data privacy in the
cloud storage. In the same line, security requirements and
measures were outlined. The main contribution of this paper
stands for a proposal that is intended to address some of the
limitations inherent to cloud computing. The primary aim of
the proposed framework is to meet essential security and
privacy requirements. To achieve this goal, we rely on two
fundamental elements i.e., secret share scheme and a
typical multi-cloud architecture. The key idea behind this
approach is to split a digital image into several portions in
such a way that one cannot get any valuable information
from a single share. From a data security perspective, we
use the DepSky system as a distributed storage solution to
save each share in a distinct cloud so as to prevent any
accidental disclosure of medical information. Consequently,
this framework would increase security and provide an
efficient fault-tolerant mechanism for cloud storage. The
implementation results prove that our solution is suitable for
storing digital records in distributed storage environments.

As to the future work, we plan to use watermarking
techniques to ensure ownership protection and check the
integrity of medical images in the cloud environment.
Moreover, we intend to implement ABAC model in order to
enhance data protection in the proposed framework.
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TABLE III

A COMPARATIVE STUDY OF VARIOUS SECURITY APPROACHES USED IN CLOUD COMPUTING

Technique Advantages Disadvantages
AES has proven to be the most reliable way to safeguard | Since data are stored on remote servers, target-side
privacy since it is secure against several attacks. deduplication is the appropriate option to secure

cloud storage. Accordingly, the cloud provider is

AES responsible for creating the keys that will be used to

encrypt clients' data. Hence, data are not completely
protected against untrusted cloud providers.
Furthermore, AES was designed to be efficient in
numerical and textual file. Hence, using AES for
pixel-based encryption is time consuming and
computationally expensive.

The primary advantage of this form of encryption is the | The main drawback of the homomorphic encryption

Homomorphic possibility to carry out basic arithmetic operations. | is the high computational cost to encrypt and decrypt
Hence, it is an efficient way to ensure a secure | data.
outsourcing of computations to an untrusted cloud
provider.

This technique uses convergent encryption to handle | Usually, target-side deduplication is wused to

Deduplication confidential data securely. Moreover, it aims at reducing | safeguard privacy and security when using cloud
storage space. To this end, only one data copy is actually | storage. Unfortunately, clients' data are not properly
retained on storage media, while redundant data are | protected against an untrusted third party. In fact,
replaced by a pointer. This would therfore eliminate | cloud providers require key cryptography to perform
duplicate copies of repeating data. the encryption.

This technique aims at hiding digital data inside a cover- | The biggest challenge facing steganography
media like images in order to maintain the | techniques is to ensure both high embedding capacity
confidentiality of personal health information. One of | and low degradation.

Steganography the main benefits of steganography is its ability to
produce data that are similar to ordinary files to avoid
attracting  attackers' attention.  Additionally, the
extraction of hidden data from cover-media is even
easier.

Visual This method simply divides secret data into many shares | In most cases, the recovered image has significantly

cryptography without any mathematical calculations. In the same line, | lower resolution than the original secret image. This
secret image can be reconstructed by stacking shares. method is  only suitable when dealing with binary

images.

Segmentation This method is designed specifically to deal with | This approach is computationally expensive in
images. In fact, this technique divides an image into | processing images, especially when dealing with
multiple regions that have similar features. large volumes of data.

The proposed Basically, the SSS technique is a secure cryptosystem | This architecture requires many distinct cloud

approach which provides a high level of security. In line with the | storages to avoid a data loss situation.

objective of ensuring high availability (HA) for cloud
storage, data are spread across multiple servers. By
using three-level architecture, the proposed framework
offers  additional  security services, such  as
anonymization, collusion-resistant and confidentiality.
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Fig. 8. The SSS method applied to mammogram image: a) original binary image; b) the generated shares; c) the recovered image.
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Fig. 9. The output results of applying the (4, 8)-threshold on the image “Head.bin”.
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Fig. 10. The output results of applying the (4, 8)-threshold on the image “Ct_scan.bin”.
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Fig. 11. The output results of applying the (4, 8)-threshold on image “Mammogram.bin”.
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Fig. 12. The output results of applying the (4, 8)-threshold on the image “Ultrasound.bin”.
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Fig. 13. The output results of applying the (4, 8)-threshold on the image “Xray.bin”.
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Fig. 14. The output results of applying the (4, 8)-threshold on the image “Spine.bin”.

(Advance online publication: 1 February 2019)



Engineering Letters, 27:1, EL._27 1 21

Criginal Image

1800 =
1600 —
1400 -
1200 —
1000 -
800 —
[=nn] —
a00 -
200 —
i |
QEIID 25‘0
Histogram of Shadow lmage 1 Histogram of Shadow Image 2
200 160
180 140
160
140 L=C
120 100
100 g0
a0 B0
o I a0
- m
. | = m
o =]
o S0 100 150 200 ZéU =] S0 100 150 200 ZéD
Histagram of Shadow Image 3 Histogram of Shadow Image 4
160 160
140 140
120 120
100 100
a0 a0
B0 [=in]
A0 H 40
ol ||| “| m
°l ||| | |\|
o 50 100 150 260 250 o S0 100 150 200 250
Histogram of Shadow Image 5 Histogram of Shadow Image 5
160 160
140 140
120 120
100 100
a0 a0
{={u] =]
“| ||| -
°| | | m
X | B 200 S
o S50 100 150 200 250 ju} =] 100 150 200 250
Histograrm of Shadow Image 7 Histogram of Shadow Image 8
160 160
140 140
120 120
100 100
an 80
B0 [=in]
| =| |
< ||| “| m
| ||| | m
o a0 100 15ID 26D 280 o S0 100 150 260 25‘0

Fig. 15. Histogram of the original image and different shares for the image “Head.bin”.
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Fig. 16. Histogram of the original image and different shares for the image “Mammogram.bin”.
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