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Improvements on Tags Anti-Collision Algorithm
in RFID System

Wengqiang Zhu, Aijun Zhang

Abstract—To improve the performance of the identification
speed and the reliability in RFID system with large intensive
tags, an improved tag anti-collision algorithm based on CSMA
is proposed in this paper. The proposed model adopts the
principle of the first arrival tag occupies channel and transmits
packets in the next idle slot when the detected channel is idle,
otherwise, adjusts the back-off time according to the collision
times. Hence, the channel conflict caused by listening
misjudgment is eased and propagation delay is reduced
efficiently. Based on the Markov chain analysis, the simulation
results show that the anti-collision algorithm proposed in this
paper has higher recognition precision than the traditional
algorithm.

Index Terms—RFID system, anti-collision, CSMA, Markov
chain.

1. INTRODUCTION

Radio Frequency Identification (RFID) is an automatic
contactless identification technology, which realizes the
data transmission between reader and tag by wireless
communication to obtain the information of the attached tag
object. With the advantage of non-contact and the ability of
identifying  multiple targets simultaneously, RFID
technology is gaining an increasing range of applications in
inventory control [1], farming [2], the real-time location
tracking system to track human and assets [3]-[5].

However, in the large intensive tags environment, the
integrity of RFID data transmission is still the majority of
technical challenges that affect negatively on the
performance of the RFID system [6]. Whereas, tag collision
is the most difficult problem to settle in all factors which
includes external interference, reader collision and tag
collision, due to the fact that the external environment can be
control and the reader has more functions than the tag [7].

Therefore, this paper dedicates to studying the problem of
tag collision and achieving the goal of transmitting data
between readers and tags as quickly and reliably as possible.
The tag collision is referred to as follows: when the reader
tries to identify all tags by firstly transmitting an inquiring
command to initiate the communication, and then tags
respond with their identity upon hearing the reader’s
command. However, as multiple tags respond to the reader
simultaneously, transmitted packets will collide and be lost

[8].

Manuscript received December 25, 2018; revised April 15, 2019.

Wengiang Zhu is with the School of Mechanical Engineering, Nanjing
University of Science and Technology, Nanjing, China. (phone:
13770332168; e-mail: 1072334281(@qq.com).

Aijun Zhang is with the School of Mechanical Engineering, Nanjing
University of Science and Technology, Nanjing, China. (e-mail:
zhangaijun@njust.edu.cn).

To overcome this challenge, many of the tag anti-collision
protocols studied have the goal of controlling the shared
communication channel of multiple tags. The anti-collision
protocols are mainly classified into two main approaches:
tree-based (binary tree) algorithms, ones split the set of tags
in disjoint smaller subsets by query command of the reader
until there is only one tag in a subgroup to be identified [9]
and Aloha-based (framed slotted ALOHA) algorithms, ones
focus on avoiding that tags respond to the reader
simultaneously by transmitting data at randomly selected
time slot and known for their low complexity such as Pure
Aloha (PA), Slotted Aloha (SA), Frame Slotted Aloha (FSA)
and Dynamic Frame Slotted Aloha (DFSA) [10].

On the one hand, the tree-based algorithm has the
characteristics of high complexity and long recognition delay
caused by the continuous collision of many tags [8].
Accordingly, these schemes are not suitable for RFID system
with a large number of intensive tags which need to be
identified accurately and quickly simultaneously. On the
other hand, Aloha-based algorithms are characterized by
their minimal complexity and ease of implementation in the
context of real-time location tracking system [11]. For
example, DFSA-based schemes are suitable algorithms for
RFID applications since they have adaptability to variable
loads while maintaining an elevated level of system
efficiency [12]. However, these protocols cannot guarantee
high identification accuracy and low time delay in high
density tags.

Therefore, this paper introduces a deterministic strategy
into tag collision prevention and resolution. The proposed
anti-collision protocol based on the CSMA algorithm with
additional hardware device capable of detecting channel state,
which is evolved from ALOHA protocol, improves the tag
identification accuracy and speed by adopting the principle of
the first coming tag to occupy channel with the probability P
at the beginning of the free slot, otherwise deferring
transmission and adjusting retreat time according to the
collision times. Thereby, the channel conflict caused by
listening misjudgment is eased efficiently and the speed of
identifying tags is improved obviously.

The remainder of the paper is organized as follows: In
section 2, the different protocols including Pure
ALOHA(PA), Slot ALOHA(SA) and CSMA algorithm, are
reviewed and analyzed briefly. Section 3 presents the
proposed protocol based on the CSMA algorithm. Then,
performance evaluation based on the analysis and simulation
results is done in Section 4. Finally, Section 5 concludes and
outlines possible future works.

(Advance online publication: 20 November 2019)



Engineering Letters, 27:4, EL._27 4 20

II. CONVENTIONAL ALGORITHMS

A. Pure ALOHA anti-collision algorithm

Pure Aloha (PA) algorithm [13] is the most simple and
basic aloha algorithm, a typical characteristic of which is that
tags immediately sent data to channel without considering
channel state after entering the scope effective interrogation
zone of a reader. Obviously, the randomness and uncertainty
of this control strategy will become higher with the increase
of tags number. As shown in Fig. 1, three situations including
successful identification, full collision and partial collision
will occur in processing of PA.
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Fig. 1. Anti-collision procedure with PA

We define T as the transmission time of a tag, and hence
the conflict cycle of the protocol above is 27, . Again,

defining the system throughput rate S, namely the total of
packets transmitted successfully, as the average number of
tags completing communication successfully and the system
input load G, namely the total account of transmitted packets,
as the average number of arrival tags.

If P is the probability of transmitting a packet successfully,
and then there will be S=GP. If the number of arrival tags in a
second obeys the Passion distribution and A is the average

arrival rate of tags, the probability that there are K arriving
tags within ¢ seconds is:

(/II)K e

P(K) =~

(K >0) (1)

The condition that there is no tags collision with 27} is
K=0.5. At this moment, the probability of transmitting
packets successfully is:

(Ax2T,)’ ™"
0! (2
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P(K =0)=

and then system throughput rate [14] is:
S=GP=Ge?** 3)

Where, G=0.5, and maximal throughput rate of PA
protocol is only 0.184.

B.  Slotted ALOHA anti-collision algorithm
For the purpose of improving the channel utilization,

Slotted Aloha (SA) algorithm [15], among which channel
time is divided into a set of equal long slots (the slot length is
equal to the packet transmission time), is proposed. As
illustrated in Fig. 2, after receiving a collection command
from the reader, the tag transmission is synchronized with the
beginning of randomly selected slot. If two or more tags
transmit their ID at the same slot, a collision will occur.
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Fig. 2. Anti-collision procedure with SA

It is obvious that the conflict cycle is 7, , and the

probability of transmitting a packet successfully is:

AXT. ) &%
P(KZO):( X 00)' € :e*MTo (4)

and then system throughput rate is [14]:
S=GP=Ge° 5)

Equation (5) shows that collision time reduced by half and
throughput doubled in SA compared with PA algorithm.
Despite all this, it’s hard to satisfied the appropriate
performance metric in the large density tags environment.

C. Carrier Sense Multiple Algorithm

In order to further improve the throughput of the system, it
is necessary to reduce the chance of collision. One way is to
reduce the contention window, and the other way is to reduce
the blindness of transmitting packets.

In the Carrier Sense Multiple Algorithm (CSMA),
additional hardware devices are able to detect channel states,
which evolved from ALOHA, firstly nodes listen to the
channel and subsequently determine whether to send packets
or not according to the detected channel state. By this way,
CSMA reduces the collision between tags efficiently and
improve the utilization rate of channel.

As illustrated in Fig. 3, with mechanism that tags withdraw
for a period of time when the channel is busy and send the
packet with the probability p when the channel is free, the
p-persistent CSMA combines the advantages of both
l-persistent CSMA [16] ones efficiently reduce the
identification delay in small quantity tags environment
because of insistence on listening to the channel every
moment and non-persistent CSMA [17] ones decrease the
conflict under the circumstance of numerous intensive tags
due to the randomness of back-off time.

(Advance online publication: 20 November 2019)



Engineering Letters, 27:4, EL._27 4 20

Waiting time of group py,

»

M arrival " transmitting
|
| refreat refreat M,
! +“—r <+“—>
Tag v J >

[ i T T T
: Timax : ; Tax : J Trnax : t
I ! | l [ |
A A v v Yoy

Sharedchamnel  [3 ] [l | M;

>
t
Fig. 3. Anti-collision procedure with CSMA

In reference [18], a dynamic p-persistent CSMA protocol,
which improves system throughput by dynamically adjusting
the data transmission probability p within the frame slot
according to the number of tags to be sent, is proposed.
Moreover, the reference [19] puts forward a p-persistent
CSMA-based algorithm which adjust probability according
to the retransmission times. However, there are a few
complicated problems need to be study further in this
dynamic p-persistent CSMA algorithm, such as the
probability calculation in the process of tags estimation, slot
adjust method and so on.

III. THE PROPOSED ANTI-COLLISION PROTOCOL BASED ON
CSMA

In CSMA algorithm, the factors affecting accuracy of
control strategy are as follows: on the one hand, tags may
misjudge the state of channel because time delay in process
of signal propagation while the appear and disappear
moment of the same signal is various for the different tags; on
the other hand, if there were two or more tags with the same
or similar distance depart from the data source have detected
idle channel at the same time, they will transmit packets
simultaneously and then conflict may occur.

In order to alleviate the influence caused by the above
factors on the performance of the system, time-line is divided
into several time slots (this time slot is the normalization of
carrier listening time) with the same width and the first tags
take up idle channel until the next idle slot to transmit data in
the improved CSMA algorithm as shown in Fig. 4. If the
channel is busy, the tag will withdraw and occupy the channel
with the probability p in the next free time slot. Fig. 5 shows
the state transition of the proposed algorithm.
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Fig. 4. Anti-collision procedure with the proposed protocol
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Fig. 5. State transition with the proposed protocol

A. Performance analysis of throughput

Assumptions on the performance analysis of improved
CSMA algorithm are made as follows using Markov chain:

1) Generation procedure of the tag packet obeys the
Poisson distribution;

2) Length of every tag packet is same and fixed, as a unit;

3) Each tag only sends a data packet whenever and detects
carrier signals

4) Instantaneously without transmit-receive switch time
delay;

5) There is no error in channel itself;

6) Defining the state of system as the number of tags which
are waiting for retransmission and maximum of channel state
feedback delay is S, therefore the time interval between two
successive state is J or 1+24 .

Moreover, making definitions as follows:

n : the number of tags which is wait for retransmission;

m : the total tag number in system;

g, : the tag retransmission probability in free time slot after

collision;

g, : the arrival probability of a new tag packet in each time
slot;

A : the arrival rate of total tags, namely the arrival rate of
each tag is A/m ;

0, (i,n) : the probability of there are i transmitting tags in
total number 7 in current slot;

0, (i,n): the probability of there are i tags detecting the

free slot in total number m—n
Therefore, the arrival probability of tag packet in each slot
is g, =1-e¢*" and under the given condition that the

number of retransmission tag is n , we will obtain:

0, (in)=C,(1-q,)""q, ©)
0, (1m)=C,, (1-4,)" " 4, 0

We define P

) i @s the transmission probability that
number of retransmission tags at the beginning of current slot
is n and then there are n+i retransmission tags at the

beginning of next slot, so the state transition probability is :

O, (i,n) 2<i<m-n
a(ni-gon] =1

B =@ (L1000 0n) (8)
[1-0(1n)]
Q,(r)Q (Ln) i=-1

Equation (8) above shows that there will be a large number
of tags collisions if the retransmission probability q, ~1. In
order to explore the influence made by the retransmission

probability on the performance of the system, the system
state offset is defined as:
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where,

E {state transition interval }

=p- P(free slot) +(1+2)(1
=1+2f-(1+ ) P(frce slot)

-P(freesslot)) (10)

The value of P(freeslot) is that the probability which

there are no new arrival tag group in before slot and no
retransmission tags in current slot, thus:

P (slot is free) = 0, (0,n)Q, (0,n)
=(1-q,) (1 g.)""

A

In addition, the value of P

succ

(11)

is that the probability which

there is only one new tag group arriving at an idle slot without
retransmission tags sending data in current or there is only
one retransmission tag sending data in current slot without
any new tags group arriving in before slot, therefore:

P, =[1:0,(0n)]Q (0n)+Q (0.n) QL)
[1-(1-¢,)"" [1-4.) H1-¢)"" (14" (12)

nq. g n
1- ——lle " (1-
g o e 1-a)
and ¢, is small, and there will be:

z/l[(1+2ﬁ) A{1+B e [ e +{ng e |
A (1428 1+8 e Hgln)-2p+e" 1)

If m—> o

(13)

Where, g(n)=gq,n+ A8, presents the number of clusters

which are trying to sending data including the new groups
and retransmission packets.
Making D, <0, namely the condition that success of tag

groups transmission is:

(g(n)—/lﬂ+ew —l)eig(")
) (1+28)-(1+ ) e ="

(14)

As shown in the right side of (14), the molecular expresses
that the successful transmission number of tag clusters in
each state transfer interval and the denominator represents
the average length of state transition interval, so the division
means the throughput in per unit time.

B. Performance analysis of time delay

Time delay characteristic is another important indication
of system performance evaluation because conflict
decomposition and data retransmission are needed after
collision. Defining normalized average transmission delay (D)
as average time interval from the beginning time of data
transmission to the arrival time, including normalized
waiting time, sending time and transmission delay. Besides, a
tag packet transmission time includes not only the first
transfer time, but also the retransmission time. So, the tag
packet transmission interval, which obeys the general
distribution, equals the time from the first transmission to the
end.

In addition, a tag packet transmission interval includes not
only the first transfer time but also the packet retransmission
time, so it obeys the general distribution.

In transmission process, as shown in Fig. 6, the maximum
retransmission interval is m —1, which is consist of occupy
channel time and transmission delay. Therefore, any packet
will be retransmitted after m —1 packets if error occurs.

The equivalent The equivalent The equivalent transfer
transfer time of transfer time of . | . |/ time beginning of
groupl group2 g groupd
+
Pla o m o2 ™ a3 |a] | a|>
1 ‘ ) 3 Group
T T T I T T transmission
The last The last
correct error
error transmission” transmission error
of groupl of group2

Fig. 6. A schematic diagram of a vibration separator

Supposing p as the probability that it fails to transmit

packet, and then p=1- . Moreover, if we define k as

mcc
the retransmission times, the probability distribution of
equivalent transmission time will be:

P(X, =1+km)=p* (1-p) (15)
It’s first order matrix and second order matrix are:
X =3 (1+km)(1- p) p* =1+ 22 (16)
k=0 I-p
nt
ZIH/(m 1-p)f = 1@4M (17)
=p (1-pf
And then using the P-K formula [20]:
e
W=———— (18)
2(1-p)

Where, p =4/ u, presents the packet transmission rate.
Therefore, under the condition that packet length is one unit
length, namely =1, the average waiting delay W and the
average delay T of tag groups are as follows:

AxX?

V=20

(19)
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T=X+W (20)

IV. SIMULATION RESULTS

With the different value of normalized channel delay
factor, simulation analysis and comparison are studied on the
PA, SA, p-persistent CSMA and the proposed algorithm on
the MATLAB platform.

According to the specification of ISO/IEC 18000-6C (EPC
Gen2) standard, the empty slot and collision slot are all
shorter than the slot with correct tag ID packets. However, we
provide an approximation of the average identification time,
that the duration of all slots is the same as the correct
transmission time of tag ID packet with the length of 128.
Thus, this is a conservation estimate, since empty and
collision slots are actually shorter.
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Fig. 8. Comparison of throughput when £ =0.05

In this case, we set bit rate to 512000 bit/s and symbol rate
to 256000 bit/s. On the other hand, set the probability that the
tag ID packet is sent. In Fig. 7, the throughput comparison
results of the proposed algorithm with PA, FA and
conventional CSMA are shown when the normalized
propagation delay f=0.1 and throughput of the proposed

algorithm increase by 20% compared with CSMA. Moreover,

in the case of f#=0.05, the throughput performance of the

proposed algorithm and CSMA is even better than PA and
FA as shown in Fig. 8. Furthermore, from the comparison
between Fig. 7 and Fig. 8, we can see that the throughput

descent speed of the proposed protocol when £ =0.05 is

slower.
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Fig. 9. Comparison of average identification delay when £ =0.1
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Fig.10. Comparison of average identification delay when £ =0.05

In addition, we once again assume that the identification
period is the time from the first transmission to the end of the
correct recognition of the proposed algorithm. Although, the
identification time is increased to a certain extent because of
the channel occupation without transmitting tag packets, the
method of preemption effectively avoids tags collision
resulting from misjudgment and dynamic adjustment of
back-off time according to collision times improves the
channel utilization. As illustrated in Fig. 9, the proposed
algorithm allows for a quicker identification when f=0.1

although the effect is not obvious. Compared with Fig. 9,
average identification delay of the proposed protocol is
smaller in Fig. 10 when $=0.05 .

V. CONCLUSIONS

In this paper, we propose an anti-collision algorithm based
on CSMA protocol, which is used to solve the problem of low
recognition accuracy in high-density tags environment.
Current recommendations make it difficult to ensure tag
recognition accuracy and low transmission latency for highly
dense RFID tags.

In addition, we have evaluated the throughput and average
latency required to identify using this mechanism and
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compared it with PA, FA and CSMA protocols. With the
ISO/IEC 18000-6C (EPC Gen2) standard, the comparison
simulation results show that that the transmission delay of the
proposed algorithm also decreases under high load when the
throughput is significantly increased.

Even the propagation delay factor has a great impact on the
throughput of the system. In future work, research on delay
factors and ways to reduce the impact is under way.
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