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A Novel Color Image Encryption Method Based
on Sequence Cross Transformation and Chaotic
Sequences

Chunming Xu, Yong Zhang, Zhenglan Gu

Abstract—Color image encryption attracts more attentions
because it contains more information than gray image. A novel
color image encryption technique based on sequence cross
transformation and chaotic sequences is presented in this paper.
The proposed encryption method can make full use of the R, G
B components of the color image and fully integrate them by
sequence cross transformation and xor operation. In addition,
both the initial values of the chaotic system and the key streams
are associated with the plain image so that the proposed image
encryption method can effectively resist plaintext attack. The
experiment results on the classical Baboon image demonstrate
that the proposed algorithm is a security and effectiveness tool
for image encryption.

Index Terms—color image encryption; chaotic system; se-
quence cross transformation; bit permutation.

I. INTRODUCTION

MAGE is a very important information transmission car-

rier. In the process of information transmission, many im-
ages need to protect their contents. Therefore, image encryp-
tion technology plays an important role in information secu-
rity and is highly concerned by researchers. Image encryption
mainly changes the original data of image and changes
the statistical information of image through scrambling and
diffusion, so as to achieve the purpose of hiding information.
Digital image has large amount and high redundancy. In
addition, there is a strong correlation between adjacent
pixels. The traditional encryption algorithm is difficult to
effectively solve the problem of image encryption. However,
many characteristics of chaotic system such as determinacy,
sensitivity to initial values and long-term unpredictability
are suitable to solve these problems. As a result, chaotic
system has been widely used in image encryption, and a
large number of chaos based image encryption algorithms
have been proposed [1]-[6].

Compared with gray scale image, color image contains
more effective information. Therefore, the research of color
image encryption algorithm is more valuable. However,
many color image encryption algorithms just encrypt each
component of the colour image respectively and ignore the
connections among them.
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Plaintext attack is a problem worthy of consideration in
image encryption. Many researchers seeks to generate the key
streams utilizing the plainimage information to resist plain-
text attacks. For example, Wang utilized image pixel values
to generate chaotic system parameters which were used for
image encryption [7]. In [8], The SHA hash function of the
plainimage was used to calculate the system parameters and
initial values of chaotic system. Ye took advantage of the
information entropy of the plainimage to generate the key
streams in [9].

In view of the above discussion, this paper proposes a nov-
el color image encryption method based on sequence cross
transformation and chaotic sequences. The main advantages
of the proposed algorithm are:

(1) Both the initial values of the chaotic system and the key
streams adopted for encryption in this paper are plaintext-
related so that it can effectively resist plain attacks;

(2) The R, G and B components of the color image are well
confused by xor operation and bit-level permutation [10]-
[14], and the R, G and B components are fully integrated in
the cipher image;

(3) The encryption algorithm is simple and easy to imple-
ment.

The rest of the paper is organized as follows. A brief
review of some fundamental knowledge is given in section
2. Section 3 introduces the proposed image encryption and
decryption scheme. Section 4 presents the experimental re-
sults and the security of the algorithm. Finally, we conclude
this paper in Section 5.

II. FUNDAMENTAL KNOWLEDGE
A. The Chaotic System

In 2019, Atiyeh Bayani etc. [15] presented a four dimen-
sional chaotic system which has a plane as the equilibrium
points and is described by:

‘T.l = X2
l;gzitg (1)

T3 = T3+ aroTy — T3T4

.f4 = 2122 + b$21‘3

where x1,xs,x3, 24 are state variables, and a, b are system
parameters. When the system parameters are a = —1,b =1,
the system (1) exhibits a chaotic attractor. The state space
plots for system (1) are shown in Figure 1.

B. Sequence cross transformation

For a given ordered sequence, divide it into two equal parts
from the middle and use the one by one cross method to
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Fig. 1: Typical dynamical behaviors of the 3D autonomous
analytic chaotic system.

rearrange it, then we can get the resulting transformation se-
quence [16]. Take the ordered sequence 1,2,3,4,5,6,7,8 as
an example, we can get another sequence 1,5,6,2,3,7,4,8
using sequence cross transformation. The flowchart of the
sequence cross transformation process is shown in Figure 2.
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Fig. 2: The flowchart of the sequence cross transformation
process.

III. SCHEME DESCRIPTION

A. The Encryption Method

Suppose the size of the color plain image Py is M x N
x 3, where M and N represent the height and width of
the image respectively. Denote the color components of red,
green and blue of Py as Pr, Pg and Pp, respectively. The
specific steps of the encryption algorithm can be described
as follows:

Step(1) : Calculate the initial values xo,yo, 20, wo Of
chaotic system (1) by the following equations:

Zij PRij

ro = Ssspn 1 0-01
Zi'P ij

Yo = Fitarw + 0-02 @)
> Prij

20 = Sgearn + 003

wo = Zo+yo+=zo

3

Step(2) : Choose the system control parameters a,b of
chaotic system (1).

Step(3) : Iterate the chaotic system (1) for N + 2000
times with the parameters x, yo, 2o, remove the former 2000
values and three chaotic sequences z s, ¥s, 25, Ws oOf length L

can be gotten, where L = M x N. Calculate four sequences
SV7 SR7 SG7 SB with TsyYsy 25y Ws by

Sy = |xs] x 10 mod 256
Sr = |ys| x 10'  mod 256 3)
Sa = |zs| x 10  mod 256
Sp = |ws| x 105 mod 256

Step(4) : Transform the three matrixes Pr, Pg and Pp
into three 1D pixel arrays Py r, Pyg and Py g, respectively.

Step(5) : Integrate the three pixel arrays Py r, Pyg and
Py p together to form a 3 x L matrix P;.

Step(6) : Perform the xor operation on each column of
P, using the random sequences Sy:

Pi(1,i) = Pi(1,i) © Sv (4)
Pi(2,i) = P1(2,i) @ Py(1,4) (4)
Py(3,i) = Py(3,i) ® Py(2,4)

” is the bitwise

where ¢ = 1,2,--- L and symbol 7 &
exclusive or operator.

Step(7) : For each ¢, transform P;(1,i), P;(2,7) and
Py (3,4) into an 8-bit binary value and connect them, then
we can get a bit vector S with the length 24. Scrambling S
using the sequence cross transformation method introduced

in the second section, we will get a new bit vector 7', then

Pi(1,i) = bin2dec(T(1 : 8))
Py(2,4) = bin2dec(T(9 : 16)) 5)
Py (3,1) = bin2dec(T(17 : 24))

Step(8) : Suppose the cipher vectors of red, green and

blue are Cypr, Cyg and Cypg, respectively. Calculate
Cyvr(1), Cye(1) and Cy (1) using the following equation

Cyr(1) = Pi(1,i) @ Sy (i)
Cvg(l) = P1(2,i) (&) SQ(Z) (6)
Cvp(l) = Pi(3,7) ® S3(1)

Step(9) : Calculate all the other vector values of Cy g,
Cva, Cvp except CVR(l), Cvc(l) and CVB(l) by the
following equation

Cvr(i) = Pi(1,7) @ (Ks(i) + wySg(1)) mod 256
Cvea(i) = Pi(2,1) @ (Ks(i) + wsSq(i)) mod 256
Cy (i) = Pi(3,i) ® (Ks(i) + wySp(i)) mod 256 o

where Ks(i) = wi Pi(1,i—1)4waPy(2,i—1)+ws P (3,i—
1) and i =2,3,---, L.

Step(10) : Convert Cy g, Cyg, Cyp into R, G and B
channels gray images C'g, Cq, Cp.

Step(11): Combine these three image
Cr,Cg,Cp to get the ciphered color image C.

matrices

B. The Decryption Method

The decryption process is similar to the encryption process
which mainly contains the following steps:

Step(1) : Suppose the color components of red, green
and blue of cipher image C' are C'r, C and Cpg. Transform
the three matrixes Cr, Cg and C'p into three 1D pixel arrays
Cyr, Cyg and Cy g, respectively.
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Fig. 3: The experimental results of the encrypted image. (a)
The plain image. (b) The ciphered image. (c) The recovered
image.

Step(2) : Suppose P; is a matrix with the size 3 x L.
Calculate P; except the first column by the following equa-
tion:

Pl(l,i) = CVR(i) (&) (KS(Z) + w4SR(z)) mod 256
Py(2,i) = Cyg(i) ® (Ks(i) + wySe(i)) mod 256
P (3, Z) = CVB(i) D (KS(Z) + ’U)4SB(Z)) mod 256

(®)

where KS(Z) = ’U)1P1(1, 1— 1)—|—w2P1 (2, 1— 1)+’U}3P1 (3, 1—
1),i=2,3,--, L.

Step(3) : Calculate the first column of P; using the
following equation:

Pi(1,i) = Cyr(1) ® S1(i)
P1(2,i) = Cv(;<1) (&) SQ(Z) 9)
P1(3,i) = Cyvp(1) ® S3(i)

Step(4) : For each i, transform Pj(1,%), P;(2,4) and
P;(3,4) into an 8-bit binary value and connect them, then
we can get a bit vector 7' with the length 24. Constuct S by
S(1:1:12)=T(1:2:24),5(13:1:24) =T(2:2:24),
then

Pi(1,i) = bin2dec(S(1 : 8))
Pi(1,1) = bin2dec(S(9 : 16))
Pi(1,i) = bin2dec(S(17 : 24))

1 (10)
1

Step(5) : Perform the xor operation on each column of
Py using the random sequences Sy:

Pi(3,i) = P1(3,1) ® P1(2,1)
Pi(2,i) = P1(2,i) ® Pi(1,4)
Pi(1,4) = Pi(1,4) ® Sy (i)
where ¢ =1,2,--- , L.
Step(6) : Convert Pi(1,:), P1(2,:) and P;(3,:) into R,
G and B channels gray images Pgr, Pg, Pp.

Step(7) : Combine three image matrices Pg, Pg, Pp to
get the plain color image Fj.

11

IV. TEST AND ANALYSIS OF THE PROPOSED SCHEME

The Matlab software is used as an experimental platform
for experiments. The color image Baboon (216 x 216 x 3) is
used for testing. The system parameters of the chaotic system
are a = 1,b = —1. The plain image and its corresponding
encrypted image and recovered image are shown in Figure
3. It can be found that the encrypted image is quite different
from the plain image.

() i ()
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Fig. 4: Histograms of Baboon in red, green, and blue.
Histograms of plain and cipher image are shown in row 1
and 2, respectively.

A. Key Space Analysis

Key space is the range of the size of the key. A good
encryption algorithm should have sufficient key space to
resist violent attacks. The key of image encryption method in
this paper is comprised of chaotic system parameters a, b and
initial values xg, yo, 20, wo. Assuming that the computational
accuracy is 10'°, the key space of the proposed algorithm is
10%, which is large enough to resist violent attacks.

B. Histogram Analysis

The gray histogram indicates the distribution of the image
pixel directly, which is an important statistical feature of
image. When the gray histogram is uniform and flat, it is
difficult for the attacker to obtain the information of the
original plain image from the cipher image. Figure 4(a)-(c)
gives the histogram of R, G, B components of the Baboon
image. The histogram of R, G, B components of the cipher
image is shown in Figure 4(d)-(f). As can be seen from
Figure 4, the distribution of the pixel values of the cipher
image is very uniform so that it has a good resistance to
statistical analysis.

C. Correlation Analysis

If the correlation of adjacent pixels in the image is large,
the attacker will use this feature to attack. Therefore, a
reliable image encryption algorithm needs to be able to
reduce the correlation between adjacent pixels. The formula
for calculating the correlation of adjacent pixels is as follows
[17]:

oy = —— iz ((@ = B@) i~ Ew))) 12
VO (@ - B@)?) (SN, (45 - EW)?)
N
E(x) =) (13)
N
E(y) = (14)

Zyi
1

where z; and y; are gray-level values of the selected adjacent
pixels, and N is the number of sample pixels.
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Fig. 5: Correlation distributions of plain image in each
direction.
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Fig. 6: Correlation distributions of cipher image in each
direction.

In order to test the correlation of adjacent pixels, we ran-
domly select 3000 pixels and its adjacent pixels in horizontal,
vertical and diagonal directions in plain image and cipher
image respectively, and the correlation coefficients in each
directions are calculated. Tables 1-2 list the correlation co-
efficients of plain image and cipher image in each direction.
The correlation distribution of r,,, are also plotted in Figures
5-6.

TABLE I: Correlation coefficients of the R, G and B com-
ponents of the plain color image of Baboon.

Component  Horizontal Vertical Diagonal
R component 0.9475 0.9436 0.9086
G component 0.9153 0.9112 0.8540
B component 0.9498 0.9495 0.9142

From Tables 1-2 and Figures 5-6, it can be seen that the
correlation coefficient values of the original Baboon image
are relatively large and close to 1, which indicates that the
adjacent pixels of the plain image have strong correlation.

TABLE II: Correlation coefficients of the R, G and B
components of the encrypted color image of Baboon.

Component  Horizontal Vertical Diagonal
R component 0.0220 -0.0122  -0.0347
G component -0.0323 -0.0175  0.0123
B component 0.0092 0.0300 0.0053

The correlation coefficients of adjacent pixels in cipher
image are all close to 0, which shows that the presented
image encryption algorithm can eliminate the correlation
of adjacent pixels and resist the corresponding statistical
attacks.

D. Information Entropy Analysis

For an image, the greater the randomness is, the greater the
information entropy is, and the theoretical maximum value
is 8 [18]. The definition of information entropy is as follows:

255
H(m) =~ P(m;)log, P(m;) (15)
i=0
where m; is the ith gray level for the digital image and
P(m;) represents the probability of m;.

For a color image, we can calculate the information
entropy of R, G and B components respectively. After cal-
culation, the information entropy of R, G and B components
of the encrypted color image are 7.9972, 7.9970 and 7.9969,
which are all very close to the ideal value 8. As a result, the
encryption effect is ideal.

E. Analysis of Differential Attack Resistance

In order to analyze the anti differential attack ability
of the image encryption algorithm proposed in this paper,
the number of pixels change rate (NPCR) and the unified
averaged changed intensity (UACI) [19] are uesd. Suppose
there are two plain images and there is only one-pixel
difference between them. The NPCR and UACI values can
be calculated by

Zij Dij

NPCR = W i x 100% (16)
1 Zij (Cl(laj) - CZ(Za]))
UACI = o — = x 100% (17)

where C; and C5 are the encrypted images for the plain
images and D;; is defined by

D;; = . U et 18
7 { 1 lfcl(zvj)7é02(27]) ( )
TABLE III: The NPCR and UACI values
Component R G B
NPCR 99.6012%  99.6226%  99.6206%
UACI 33.3154% 33.4094% 33.4104%

The ideal values of NPCR and UACI are 1 and 0.334.
Table 3 gives the calculation results of NPCR and UACI of
the proposed method. From table 3 we could find that both
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the values of NPCR and UACT are also all very close to the
ideal values, therefore our algorithm has good performance
in resisting differential attack.

V. CONCLUSIONS

In the paper, a novel color image encryption scheme based
on sequence cross transformation and chaotic sequences
is introduced. The proposed encryption method has three
advantages. Firstly, it can make full use of the R, G and
B components of the color image and fuse them in the
encryption image well. Secondly, the confusion and diffusion
processes are based on distinctive methods and parameters.
Therefore, the encryption algorithm is difficult to decrypt.
Lastly, the presented image encryption algorithm also has
high sensitivity to plain image, which makes the encrypted
image more secure. Simulation results and performance
analysis are tested on the Baboon image in terms of the
histogram, correlation analysis, entropy, number of pixel
change rate (NPCR) and unified average change intensity
(UACI). The experimental results show that the presented
algorithm is effective and is suitable for image encryption.
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