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Scan-Based Worms: The Impact of IPVV4 Address
Space on Epidemic Computer Network Models
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Abstract — The propagation of malicious codes such as worms
have been characterized using compartmental epidemic models
which are mostly mathematical equations. Aside the challenge of
identifying the type of virus or worm represented by these
compartmental models, we noticed that the representation of
internet protocol (IP) address space is absent. Therefore, this
study evaluates the impact of the IPV4 address space using the
following epidemic models; SAIR, SEIR, SEI-V, SEIQR and Q-
SEIR. By our modifications, the implication is that these models
now characterize the scan-based worms that probe the address
space in order to find and attack vulnerable computers. To the best
of our knowledge, this is the first study that evaluates the impact
of this IP addressing format on epidemic computer network
models. Numerical simulations with the Runge-Kutta order 4 and
5 method are used to illustrate several existent variations with the
models without IPV4 address space. Results are time histories and
3 dimensional phase plots of the models, and from them it was
discovered that the standard incidence cancels the effect of adding
the expression of IPV4 address scanning space for the worms.
More so, characteristically temporal variations were also noted for
the susceptible compartment of these models.

Index Terms—Computer Network, Worms, IPV4, Epidemic Model,
Differential Equations.

l. INTRODUCTION

In these days of connected systems and computers, malicious
codes such as worms and their variants have become a perpetual
source of harm and security risk to individuals and
organizations that operate using the ubiquitous internet. These
worms render information and communication technology
(ICT) infrastructure momentarily unreachable, cause enormous
losses, disrupt social activities and is regarded as a weapon of
cyber warfare. As Wang, et al. [1] puts it, “a computer worm is
a program that self-propagates across a network exploiting
security or policy flaws in widely-used services”. Examples of
sophisticated worms that has wrecked mayhem include Code
Red worm, Blaster worm, Conficker worm, Stuxnet. The
connected nature of the computers, most especially on the
internet, implies that every system is potentially at risk of worm
attack. To curb these catastrophes caused by worms, researches
have invested huge finances into developing anti-malicious
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software that provide immunity for computer systems.
However, with the continual appearances of worm variants, the
immunity offered by anti-malware can only be ephemeral and
short-lived. On worm categorization using target-search
process, Wang, et al. [1] posited that worms are classified into
scan-based worms and topology-based worms. Our interest in
this study is the former. They also maintained that, “scan-based
worms (scanning worms) propagates by probing the entire 1Pv4
space or a set of IP addresses and directly compromises
vulnerable target hosts without human interference” [1].
Scanning strategies include random and localized scanning.

Aside containment and security approaches that involve anti-
malware and firewall [2], mathematical models are used to
provide insights into complex epidemic problems in the
network through simulation experiments that describe the
dynamical behavior of agents in a networked environment. This
approach has been widely applied in public health where the
infectious outcomes of a disease-causing agent are assessed so
as to gain understanding of spread patterns and other
containment approaches. Due to the connective similarities
between viruses in biological networks [3, 4] and malwares in
telecommunication networks [5], researchers have applied
compartment models to wireless sensor [6-13] and computer
networks so as to achieve diverse ends. Additionally, network
researchers have represented transfer of infections from servers
to client nodes as well as other scenarios and phenomena that
occur in a real world network. In recent times, mathematical
models have addressed the following issues; malicious code
spread [14, 15], isolation and treatment of virus/worm infection
[16, 17], inoculation [18, 19], infection latency [20], fuzziness
[21], effect of anti-malicious code software [22, 23] and e-
vaccine application on susceptible nodes [24, 25].

The addressing requirements of a network is a phenomena
that hasn’t been extensively studied using the epidemic models.
Though, Song, et al [26] modelled address space, there is need
to elicit its impact in an extensive study using other computer
network models. The network layer of the Transmission
Control Protocol/Internet Protocol (TCP/IP) suite houses the
two popular types of address spaces, they include the IP version
4 (IPV4) and IP version 6 (IPV6). The network layer solves the
issue of internetworking by handling the responsibility of
packet transmission from source to destination. IPV4 is a 32-bit
addressing format that has 232 addresses i.e. 4.294.967.296
addresses. On the other hand, IPV6 is 128-bit addressing format
that has 2'%8 addresses i.e. 3.4*10% addresses. Some notable
differences exist between the two formats. These differences
are in the following area; addressing and routing, security,
network address translation, administrative workload, and
support for mobile devices [27].

The paper is structured as follows; Section 11 is the review of
pertinent literature while Section 111 contains the methodology
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used for the study. Section IV presents the SIRMsM; model and
the simulation for the impact of IPV4. This provided the
rationale for modifying six computer network models contained
in Section IV. Section V presents the conclusions and future
directions.

Il. RELATED WORKS

Here, we reviewed some computer network epidemic models
that litter the extant literature on network epidemiology. It is
noteworthy that even though these models represent worm
attacks in a computer networks, none of them represented the
internet protocol address space that are probed to discover
vulnerabilities. The following are the reviewed models.
Investigating the use of classical epidemiological models for
studying computer virus propagation, Piqueira, et al. [28]
modified the Susceptible-Infected-Removed (SIR)
epidemiological models so as to introduce the anti-viral
compartment (SIRA) and analysed the stability of the disease
free equilibrium points.

Mishra and Saini [29] formulated an epidemic transmission
model (SEIRS) of malicious objects in the computer network.
Therein they assumed that the death rate of computers other
than attack of malicious object is constant. The model consists
of a set of integro-differential equations. When a node is
recovered from the infected class, it recovers temporarily,
acquiring transient immunity with probability P (O<P<I) and
dies from the attack of malicious object with probability (I - p).
Mishra and Saini [30] developed four mathematical models on
computer viruses infecting the system under different
conditions. SIRS epidemic model was developed by Mishra and
Jha [31] with a fixed period of temporary immunity, following
temporary recovery from the infection of malicious objects in
place of an exponentially distributed period of temporary
immunity.

Yuan and Chen [32] proposed a hew network virus epidemic
model which they called the e-SIER. This is unlike other
existing computer virus propagation models because it takes
into consideration three, important network environment
factors which include (1) multi-state antivirus, (2) latent periods
before the infected hosts become infectious and (3) point to
group information propagation mode. Piqueira and Ceasar [33]
developed a dynamic model for virus propagation. Here,
classical epidemiological models for disease propagation are
adapted to computer networks and, by using simple systems
identification techniques a model called SAIC (Susceptible,
Antidotal, Infectious, and Contaminated) was developed. Real
data about computer viruses are used to validate the model i.e.
Comparisons between model outputs and real data presented
shows that the model can be considered adequate to describe
the spreading evolution of a computer virus.

In the work of Piqueira and Araujo [34], a modified version
of the Susceptible-Infected-Removed (SIR) model was
presented like Piqueira and Ceasar [33] and how its parameters
are related to network characteristics were explained. The
modification here is by allowing the inclusion of a block that
represents the antidotal population, thereby generating a SAIR
(Susceptible-Antidotal-Infected-Removed). Compared to the
SIR model, the antidotal population therein represents some
machines in the network equipped with anti-virus programs.

Mishra and Nayak [35] proposed a Susceptible (S)—Infectious
() epidemic model for active infectious nodes in computer sub-
networks where nodes continuously interact with each other.
Here, the Infectious compartment is divided into active
infectious and non-active infectious nodes.

Saini [36] presented a different perspective to infection
modeling by proposing and analysing a nonlinear mathematical
model (PIM) to study the effect of malicious object on the
immune response of the computer network. Mishra and Pandey
[19] formulated an e-epidemic SEIRS model for the
transmission of worms in computer network through vertical
transmission. The stability of the result was stated in terms of
modified reproductive number.

Mishra and Kumar [37] formulated a Susceptible(S)-
Infectious (1) model for transmission of worms in Computer
network. The SIS model for the infective periods of fixed length
due to the attack of computer worms gave rise to the
formulation of three different epidemic models. The effect of
time delay on infected nodes was analysed which also includes
worms transmission in vertical ways on the nodes of the
computer network.

The model in Mishra and Pandey [19] is similar to Mishra
and Pandey [38] but differ in the sense that an attempt was made
(in the latter) to mathematically formulate a compartmental
Susceptible—Exposed-Infectious—Susceptible with Vaccination
(SEIS-V) epidemic transmission model of worms in a
computer network with natural death rate, which depends on the
total number of nodes. Additionally, they analysed their
contribution of vertical transmission to the modified
reproductive number as well as the performance analysis of
efficient antivirus software. Numerical methods were employed
to solve and simulate the system of equations developed and
interpretation of the model yielded interesting revelations.
Kumara, et al. [39] developed a compartmental e-Epidemic
Susceptible-Infectious-Highly Infectious-Recovered (SIJR)
model of viruses in a computer network with natural death (that
is, crashing of nodes due to the reason other than the attack of
viruses). The infectious class here changes infectivity i.e. the
progression from less infectious to highly infectious stage.

I1l. METHODOLOGY

To actualize the study, we modified some epidemic computer
network models by adding the expression for IPV4 addressing
configuration. The implication is that the resulting
compartmental models now represents scan-based worms that
search the IP address space for weaknesses. The differential
equation models, posed like an initial value problem requires a
numerical method in order to provide solutions [40], therefore,
the Runge-Kutta order 4 and 5 (RK45) numerical method was
used for this purpose [41]. Numerical simulations was done in
order to generate time histories and three dimensional (3D)
phase plots which are used to highlight the impact of IP
addressing configurations in computer networks containing
scan-based worms. During these simulation experiments, the
parametric values of the original epidemic models were
adapted.
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I11. IPv4 ADDRESS SPACE AND EPIDEMIC MODELS

Of great importance is the model proposed by Song, et al [26]
to address web scanning and removable external devices. This
model comprises of five compartments namely; susceptible (S),
infected (1), immunized (R), susceptible media (Ms) and
infected media (M,). The SIRMsM,; model has the IPv4 address
protocol, where 232 represents the size of the scanning space and
the chance of discovering a vulnerable computer in one scan,
denoted as S/2%2. Note that the assumptions of the original
model is maintained here. The SIRMsM; s given as system (1)
below:

$=b _% _sﬁjfﬂilR ~HS

i — BiSI  BaSMy _
1_232 S+1+R 0,5 — !
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Using the RK45 method, we performed the numerical
simulation experiments to show the behaviour of the
compartments. The experiments depicted the impact of the
addition and removal of the expression for IPv4 scan space at
rates; 1= 0.042 and S, = 0.024, which are the infection rates of
computers and infected media respectively. Other values used
for the simulations include i, po ((obsolescence rate of
computers and the obsolescence rate of removable devices) =
0.0027 and 41 (recovery rates of infected computers) = 0.033,
32 (recovery rates of infected media) = 0.0082. During the
simulation, the initial values of the compartments were 200, 70,
20, 10, 10 for S, I, R, Ms and M respectively.

Taking a close look at the two results that constitute Fig. 1
and Fig. 2, it is clear that they are different, thence, showing the
impact of the IPv4 address space. The intersection of infectious
and recovered compartments of the first result (Fig. 1) with
IPv4 was at (13, 43) while the second result (Fig. 2) without
IPv4 was at (19, 136) for (X, y) axes.

Investigating the dynamics of the network, more variations
were succinctly and subsequently shown using Fig. 3 and Fig.
4, which is are 3D plots of the SIRMsM, model. During that
simulation, the infectivity rates were increased in this manner;
p1= 0.042, 0.046, 0.050 and f, = 0.024, 0.028, 0.032.
Specifically, Fig. 3 is the 3D plot of the SIRMsM; model with
IPV4 representing the dynamics of Susceptible, Infected and
Recovered compartments. While Fig. 4 is the 3D phase plot of
the SIRMsM, model without IPV4 showing the dynamics of
Susceptible, Infected and Recovered compartments. For the
latter, one can see that responses overlap, while for the former
responses are slightly separated.

20 _Infel:ted Recovered

200 T T T T T T T T T
Susceptible
180 _
160 _
140 | -
=== Susceptible
g 120} = Infected 1
S Recovered
= 00t === Susceptible Media -
2 —— Infected Media

60 - 1
Susceptible Media

40
Infected Media

20

0 10 20 30 40 50 60 70 80 90 100

Time
Fig. 1. SIRMsM, model with IPv4
300 T T T T T L I I I
m— Susceptible
= Infected
Recovered
250 = Sysceptible Medial]
= Infected Media
Recovered
200 F + B
=
=
= 150 1
=1
=9
= Infected
100 .
Susceptible
0l Susceptible Media |
Infected Media

0
0 10 20 30 40 50 60 70 80 30 100

Time
Fig. 2. SIRMsM, model without I1Pv4

=== hetal =0.042; beta2=0.024

a0 < == betal =0.046; beta2=0.028 >
j betal=0.050; beta2=0.032 :
£ 50-1--"""betal=0.030; beta2+0.032 ;
= 4u___,,.-1iaai'=6.'cfy_ﬁ;bm:i=o.ma_ ] I G
: b T o etal =042; beth2=0.024
8" -
60 o 180 20
Infected 20 17 D susceptible

Fig. 3. 3D plot of the SIRMsM, model with IPV4 for S, I, R compartments
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To highlight the dynamics of the remaining compartments
i.e. the Susceptible Media and Infected Media, we performed
simulation experiments that gave rise to Fig. 5 and Fig. 6. These
figures further showed the variations existent for the presence
and absence of IPV4 addressing configuration in the SIRMsM,
epidemic model.
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1V. EPIDEMIC MODELS: NUMERICAL SIMULATION

The epidemic computer network models to be evaluated were
culled from the extant literature on network epidemiology.
However, our study here is absent analysis on removable
devices also represented in the above model of Song, et al. [26].
The analyses involving some selected modified computer
network models are listed in the following subsections. Note
that numerical simulations following model descriptions are
performed using the RK45 numerical method.

A. The SAIR Model

The SAIR model was originally designed by Piqueira and
Araujo [34] for virus propagation, but it can be applied to worm
spread in computer networks. The population of computers (T)
are divided into four compartments namely; the non-infective
and vulnerable computers (S), the antidotal computers (A) i.e.
nodes equipped with anti-malicious software, the infective
computers (1) and the removed computers (R) as a result of
infection or otherwise. The assumptions of the model include
N: addition of new computers to the network, x: death rate due
to worm infection, BSF2%%: the effective infectious rate as a
result of the worm probing the IPVV4 address space in search of
vulnerable nodes, a1: equipping the susceptible computers with
anti-malicious software, ap: the conversion of infective
computers to antidotal state, J: the removal rate of unfixable
computers, o: the restoration and conversion of removed
computer to the susceptible state. At N = 0 there is no addition
of new computers and the four groups S+I+R+A equals the T.
The SAIR is given as system (2) below:

S‘:N—alS—% —uS—-oR
1=82 — a,1—65-pl @)

R=6I-0R — uR
A=a, S+a,] —uA
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Numerical simulations using the specified numerical method
resulted in Fig. 7 and Fig. 8. The simulation experiments were
done using the following values: N=100; a1= 0.025; ap = 0.25;
£ =0.1, £ =0.01; o = 0.8;  =20; while the initial values are S
=74;1=25; R=0, A=1. The simulations shows that there is
significant difference for the addition or otherwise of the
expression of IPV4 address space. The four groups of S, A, I, R
vary for addition of IPV4. The greatest difference is visible if
one considers the R compartment; with address space
representation (Fig. 7), R was persistently 0 alongside the
infected compartment. Conversely, without IPV4 (Fig. 8) it was
seen to rise to unimaginable points.

Investigating the dynamics of this network, the differences
were clearly shown using Fig. 9 and Fig. 10, which are the 3D
plots of the SAIR model. During that simulation, the infectivity
rates were increased in this manner; g = 0.1, 0.5, 1.0.
Specifically, Fig. 9 is the 3D plot of the SAIR model with IPV4
representing the dynamics of Susceptible, Infected and
Recovered compartments. While Fig. 10 is the 3D plot of the

SAIR model without IPV4 showing the dynamics of
Susceptible, Infected and Recovered compartments.
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B. The SEIQRS Model

The SEIQRS model was originally proposed by Mishra and
Jha [42]. Therein, the population of computers were divided
into subgroups of susceptible, exposed, infectious, quarantined,
and recovered, represented as S(t), E(t), I(t), Q(t), R(t)
respectively. The original assumptions of the model are retained
alongside the expression of IPVV4 address space. The parameters
include; A: addition of new computers to the susceptible class,
d: rate of death due to reasons other than the malicious code
attack, u: transition for exposed class to the infective class i.e.
the computers become fully infectious, o: rate at which
infectious computers are isolated, «: the mortality rate as a
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result of worm infection, ¢: recovery rate for quarantined
computers, y: recovery rate for infected computers, and #:
immunity loss. The SEIQRS is given as system (3) below:

BsI

§=A-"5-dS+nR
o BSL _
E=% -(d+wE 3)

[=pE-({d+a+ y+ 86)I
0=6I-(d+a+ €)Q
R=yl+&Q—-(d + n)R

Numerical simulations of the SEIQRS model using the
specified numerical method resulted in Fig. 5 and Fig. 6. The
simulation experiments were done using the following values:
A=03d=01x=03=03y=18¢=03,49=02,a=
0.2, 6 = 3.8. The initial values were using 200, 100, 50, 0, 0 for
S(t), E(), I(@), Q(), R(t) respectively. The Exposed
compartment (which contains computers who have contacted
the infection but are not fully infectious) was above 250 when
the time history was plotted without IPV4 address space (Fig.
11). Conversely, when IPV4 was involved in the simulation
(Fig. 12), the E compartment was at 98 computers. Specifically,
by analysing Fig. 12, it is obvious that the addition of IP
addressing requirement to the SEIQRS model lowered the
quarantine and recovery rates of computer nodes and changed
the behaviour of the susceptible compartment.

Studying the dynamics of this network, the differences were
clearly shown using Fig. 13 and Fig. 14, which are the 3D plots
of the SEIQRS model. During that simulation, the infectivity
rates were increased in this manner; #=0.3, 0.8, 1.3. While Fig.
13 is the 3D plot of the SEIQRS model with IPV4 representing
the dynamics of Susceptible, Exposed and Infected
compartments. Fig. 14 is the 3D plot of the SEIQRS model
without IPV4 showing the dynamics of Susceptible, Exposed
and Infected compartments.

Using the same values of varying infectiousness, we sought
to elicit the internal dynamics of Quarantined and Recovered
compartments alongside the Susceptible compartment, and this
is depicted as Fig. 15 and Fig. 16.
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C. The SEIR-S Vertical Transmission

Here, the proponents [19] of the original SEIR-S Model,
added vertical transmission (VT) alongside the ubiquitous
horizontal malware transfers treated by most compartmental
models of network epidemiology. Described as the transition
from the main server to any of the client computers, VT hasn’t
been extensively addressed in epidemiology of computer
networks. Alongside the following assumptions of the original
model which was retained for this study, we add the expression
for IPV4 address space for the scan-based worms as described.
Note that with mass action as the chosen infection incidence,
the effective infectious rate as a result of scan-based probes of
the address space is given as 1572%.

The total population of computers N, are divided into S(t),
E(t), I(t) and R(t) representing the susceptible, exposed
(infected but not yet infectious), infectious and recovered,
respectively. Other assumptions of the model include; b: the

addition of new susceptible nodes to the network, d: death rate
as a result of hardware failure or other reasons expect worm
infection, €: the transition from the E compartment to the |
compartment, #: death rate as a result of worm infection, y:
transition between infectious compartment to the recovered
compartment, ( is the rate of re-infection after loss of immunity.
On vertical transmission, it is assumed in the model that a
portion p and a portion g of the new computers are added to the
exposed compartment E. Therefore, the expression for this birth
flux into compartment E is described as pbE + gbl while that of
susceptible compartment is described as b — pbE — gbl. In the
light of the above, the SEIR-S model is given as system (4)

below:
. ASI
S= b— 2?
. ASI
E =253 +PpbE +qbl — ¢E — dE (4

32
[=¢E -yl —dl — nl
R =yl +{R —dR

— pbE — qbl — 8S + (R

Numerical simulations of the SEIRS model using the
specified numerical method resulted in Fig. 17 and Fig. 18. The
simulation experiments were done using the following values:
b=12p=019=015#%#=03,d=021=13 =04,y
= 0.6, {=0.8. The initial values were 70, 30, 10, 0 for S(t), E(t),
I (t), R(t) respectively. It is clear that there is a difference
between the results. The Susceptible compartment started from
the initial value and gradually attempts to reach 0 on the x axis
for the inclusion of IPV4 (Fig. 17). On the hand, the Susceptible
compartment dipped to 0 at once, for the absence of the IPV4
expression (Fig. 18). The Exposed and Infected compartments
also shows variations.

Examining the dynamics of this model, the differences were
clearly shown using Fig. 19 and Fig. 20, which are the 3D plots
of the SEIR-S model. During this simulation, the infectious
rates were varied in this manner; A= 1.3, 1.8, 2.3. While Fig. 19
is the 3D plot of the SEIR-S model with IPV4 representing the
dynamics of Susceptible, Exposed and Infected compartments.
Fig. 20 is the 3D plot of the SEIR-S model without IPV4
showing the dynamics of Susceptible, Exposed and Infected
compartments. The Recovered compartment was not included
in the 3D simulations because its behavior were not so different
if one considers Fig. 17 and Fig. 18.
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70 ] ecovered
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Fig. 17. SEIR model with IPV4
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Fig. 18. SEIR model without IPV4
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D. The SEIR-V Model

Mishra and Pandey [38] originally proposed the SEIS-V
model, however, it was modified to include the expression of
IPVV4 address space. Therein, they divided the population of
computers (N) into subgroups of fully Susceptible nodes (S),
Exposed nodes (E), Susceptible nodes with anti-malicious
software (V), Infectious nodes (I). The assumptions for the
SEIS-V model include; b: birth rate, J: is the uniform natural
death rate as result of hardware failure. Additionally, we
assumed the IPV4 address space for the scan-based worm
which results to an effective contact rate of SI/N at standard
incidence. The original model assumed a certain infection
incidence (ofVI/N) as a result of the inefficacy of the anti-
malicious software existing on the vaccinated computers.
However, if the worm probes address space of the vaccinated
computers due to the inefficaciousness of the installed anti-
malicious software, the infection incidence is equivalent to
oBVI/ N*2%. Other assumptions include; p: the anti-malicious
software rate, #: the transition from exposed to the infected
compartment, «: mortality rate as a result of worm attack, y: the
transition from infectious to the susceptible compartment, ¢: the
transition from the vaccinated compartment to the susceptible
compartment. The model also represents the possibility of
vertical transmission through the increased rate (6) of worm
attack introduced at the | compartment. The SEIV-S is given as
system (5) below:

$=bN7N€‘;276SfpS+yI+sV
E=L0 (6 +mE
[=nE-(6+a+ y)l+;iv3’2+9b ©)
V=pS-LL (e +6)V

It is noteworthy to mention that we first simulated the model
using the standard incidence as was originally proposed by
Mishra and Pandey [38]. The resulting behaviour showed that
both the presence and absence of IPV4 were not different; the
implication is that standard incidence cancels the effect of
adding the expression of IPV4 address scanning space.
Consequently, we used the mass action incidence for the
numerical simulation of the SEIRS model and it resulted in Fig.
21 and Fig. 22. The figures showed some difference. The
simulation experiments were done using the following values:
£=0.01 p=0.01b=0.01, a =0.09, 5 =0.03 6 =0.05 ¢ =
0.02, 0 = 0.03, y = 0.03. The initial values were 100, 30, 20, 50
for S, E, I and V respectively. For the vaccinated computers, the
responses for the presence (Fig. 21) and absence (Fig. 22) of
IPV4 basically originate from 50, but while the former shows
the higher tendency to approach equilibrium, the latter shows
otherwise. Interestingly, other compartments showed
remarkable difference.

In the light of SEIV-S model assumptions, differences were
clearly shown using Fig. 23 and Fig. 24, which are the 3D plots
of the SEIV-S model. During this simulation, the infectious
rates were varied in this manner; f = 0.01, 0.04, 0.08.
Specifically, Fig. 23 is the 3D plot of the SEIV-S model with
IPV4 representing the dynamics of Susceptible, Exposed and
Vaccinated compartments. While Fig. 24 shows the 3D plot of
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the SEIV-S model without 1PV4 for Susceptible, Exposed and
Vaccinated compartments.
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Fig. 21. SEIV-S model with IPV4
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Fig. 22. SEIV-S model without IPv4
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Fig. 24. 3D plot of the SEIV-S model without IPV4 for S, E, V compartments

E. The SEIR Model

The e-epidemic SEIR model was originally developed by
Mishra and Prajapati [43], therein the population of computers
are divided into groups of susceptible, exposed, infected and
recovered classes denoted as S(t), E(t), I(t), R(t) respectively.
The assumptions of the model include; r: the rate of adding new
nodes to the computer network, u: the crashing rate of
computers due to worm attack, ¢: the crashing of the computers
on the network for other reasons, f: infectivity contact rate, k:
the carrying capacity, is the recovery of infected nodes and z:
the infection rate in exposed compartment. We added the IPV4
address space resulting to fS72%. The e-epidemic SEIR model
is given as system (6) below:

$=rs-(1->) -5 -6s
. SI
E:%*(T-l'é\)E (6)
[=tE— (u+&)I-pl
R=pl-6R

Numerical simulations of the SEIRS model using the
specified numerical method gave to Fig. 25 and Fig. 26. The
simulation experiments were done using the following values:
£ =0.0506=002,7=0.04, r=0.2, k=100, p = 0.03, x = 0.01.
The initial values were 70, 30, 0, 0 for S, E, | and R respectively.
It is clearly evident that the two results that comprise Fig. 25
and Fig. 26 are very different. The susceptible compartment
came down from the initial value (V) of 70 approaching 0,
while for the inclusion of IPV4 it went above the IV. The
intersection of the exposed and infectious compartment are
different too; while it is at ((20, 50) on (x, y) axes) for the
absence of IPV4 (Fig. 25), conversely it was (17, 12 on (X, y)
axes) for the presence (Fig. 26) of the address space. The
recovered compartments of both results are also clearly
different. A close examination using 3D plots of the SEIV-S
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model displayed internal dynamics with certain differences.
These are depicted as Fig. 27 and Fig. 28. During this
simulation, the infectious rates were varied in this manner; =

0.05, 0.09, 0.13. Fig. 27 is the 3D plot of the SEIR model with 2 " C | beta=0.05
IPV4 representing the dynamics of Susceptible, Exposed and beta=0.05 I
Infected compartments. While Fig. 28 shows the 3D plot of the i beta=0.09
SEIR model without IPV4 for Susceptible, Exposed and beta=0.13
Infected compartments. 3 T
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20 Recovered F. The Q-SEIR Model
The pre-quarantine concept was conceived by Nwokoye, et
10t . al. [7] for Wireless Sensor Networks. Subsequently, the concept
was established as network access control (NAC) and applied
UU 20 m 50 B'U 700 in Nwokoye, et al. [9]. Therein, NAC for traditional computer

systems can be used to achieve the following; “prevent network
breaches, eliminates unauthorized network connections and
identify, quarantine and remediate non-compliant/vulnerable
devices in the network™ [9]. The assumptions of the model
include; A is the inclusion rate of nodes into the network
population, g is the infectivity contact rate, d is the mortality or
the death rate of nodes due to hardware or software failure, n is

Time

Fig. 26. SEIR model with IPV4
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the death rate of infected immigrant nodes, 6 is the crashing rate 100
due to attack of malicious objects, ¢ is the rate of transmission 90 ‘ == Susceptible |

from Infectious to Recovered class, ¢ is the rate of transmission Exposed

80 ——— Infectious

from Recovered to Susceptible class, p is the rate of m— Recovered
transmission from Quarantined to Susceptible class, y is the rate e 1
of transmission from Exposed to Infectious class, ® is the rate g 60r ]
of transmission from Quarantine class to Recovered class. With = so ]
the addition of the IPV4 address space i.e. fS72%, the Q-SEIR & ol Recovered Exposed |
model is given as system (7) below: - Infectious | Susceptible
30 B
: Bst _
S:pQ+£R—E—dS 20 - !
. _ BsI 10
=D -Ey+d) ) U . . .
I — v} 20 40 60 80 100
I=yE-I(¢p +d+6) Time

R=wQ+ ¢pI—R (¢ +d)
Fig. 30. Q-SEIR model without IPV4
Numerical simulations of the Q-SEIR model using the
specified numerical method gave rise to Fig. 29 and Fig. 30.
The simulation experiments were done using the following
values: 1=0.33, p=0.3, w =0.01,¢=0.3,4=0.1, y=0.25,
¢ =0.4,d=0.003, and § = 0.07. The initial values are 100, 3,
1, 0 for S, E, I and R respectively. Looking at the susceptible
compartments of both results, it is clear that Fig. 29 (presence
of IPV4) and Fig. 30 (absence of IPV4) are grossly different.
More so, a keen investigation of the 3D plots (Fig. 31 and Fig.
32) of the Q-SEIR model showed similar variations. During this
simulation, the infectious rates were varied in this manner; g =
0.1, 0.4, 0.8. Fig. 31 is the 3D plot of the Q-SEIR model with
IPV4 representing the dynamics of Susceptible, Exposed and
Infected compartments. While Fig. 32 shows the 3D plot of the
SEIR model without IPV4 for Susceptible, Exposed and
Infected compartments.
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In the above models, it is noteworthy that the difference
between SEIR-S and SEIR is that the former considered re-
infection, while the latter does not. For the SEIS-V, instead of
recovery, the model considered both vaccination and
reinfection. Also, note that in all the 3D simulation
experiments, the different rates (5) of san-based worm
infectiousness were used. The rationale behind using this
parameter is because during homogenous mixing inherent in the
above compartmental models, effective transmission basically
involves the Susceptible and Infected compartments as well as
the infectious rates 5. The g parameter for rate of infectiousness
was called 4 in the SEIR-S model by the original authors,
therefore, we retained it in our study herein.

V. CONCLUSION AND FUTURE DIRECTIONS

In this study, we evaluated the impact of the IPVV4 address
space on computer network epidemic models using time
histories obtained through solving the systems of differential
equations with the RK45 numerical method. The analyses was
done by x-raying the behaviour of the compartments and the
time it take to reach equilibrium. However, for all the models
evaluated, the behaviour of the susceptible computers are
different in the two cases (presence and absence of IP address
space). This difference was also observed for the exposed
computers. Other noteworthy differences are as a result of the
phenomena addressed in the original models. Firstly, we noted
a remarkable difference for the SIRMsM, model developed by
Song, et al. [26] and these motivated the study. For models [19,
38, 42 and 43] that involve the exposed compartment, it was
observed that it starts off at its initial value then it approaches
equilibrium when the IPV4 address was considered.
Conversely, when IPV4 was not considered, the exposed
compartment  first, increases sharply then approaches
equilibrium slowly. However, for all the models, the susceptible
(S) computer compartments are characteristically different for
the presence and absence of IPV4 i.e. it takes quite some time
to reach equilibrium. Recall that the S compartment represent
the vulnerable nodes of the computer network. This study is
necessary because most models that litter the literature did not
clearly specify the worm type, hence, presenting misleading
results for computer network models. In future studies we
would evaluate the impact of these scan type of malicious codes
for models of denial of service (DOS), distributed denial of
service (DDOS) attacks. Perhaps, the use machine learning [44]
or deep learning methods such as Long Short-term Memory
Recurrent Neural Networks (LSTM RNN) [45] would be
applied for computer network epidemic predictions. More so,
the evaluation using numerical simulation experiments would
also be extended to capture the impact of address space on
multi-group infections models of a computer networks.
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