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A Lightweight Ciphering Method Inspired by
Spreading Activation Theory

Xixu Fu, Member, IAENG, Hu Li

Abstract—A spreading activation trajectory ciphering
method inspired by the spreading activation theory in
psychology field is proposed. Using the plain text as the
activation source, a spreading activation trajectory is generated
as cipher text by two actions which are called spread and
activation. The spreading operation finds a point suit for the
representation of a character near the previous point. The
activation operation finds the position of next point. The
activation operation can improve the utilization of cipher space
to gain low mutual information and coefficient. The method is
simple and flexible. It consumes almost no more time when its
key becomes much longer. As a result, it is almost immune to
brutal enumerating attacks. Low mutual information and low
coefficients between plaintext and cipher text can prevent the
method from statistical attack.

Index Terms—cryptography, security, spreading activation,
trajectory, cipher space.

I. INTRODUCTION

CREATE a safe encryption system is one of the most
important issues in cryptography. The essence of safety
is to avoid attackers to get the plaintext while enable the
plaintext legible to users with passwords. There are two
important aspects to ensure safety. One is to prolong the time
consumed in deciphering, and the other is to protect the
message from attacks other than enumerating. The two
aspects are both important in the design of an encryption
system. However, the former aspect becomes harder and
harder because of the development of powerful machines. It
is also hard to generate a system which can avoid attacks such
as differential analysis [17]. Fortunately, the study of
psychology can provide a potential solution.

Nature is a complex system which is hard to be represented
and enumerated even by the most powerful machine. At the
beginning the way used to represent knowledge is simple.
Researchers tried to get knowledge by search many years ago
[18]. After that, complicated knowledge systems such as
semantic dictionaries have been implemented to simulate the
knowledge background of human [7][15][24]. However,
these systems are far from the detailed human knowledge
structure. Spreading activation theory was advanced to
explain the human reason process in nature [6]. The theory is
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good at creating natural scenarios from human knowledge.
People can recall a scenario by repeating the activation
trajectory generated in the scenario. Without the principle
and background knowledge, it is impossible to reach a
correct result. It is a good idea to use the background
knowledge as the key and spreading activation process as the
encryption process.

Inspired by the spreading activation process, an encryption
method is proposed. In this method a space with values is
regarded as knowledge background, plaintext as the
stimulation source, and the output activation trajectory as
cipher text. Then the efficiency and security of this algorithm
are analyzed and compared with other methods.

Il. MOTIVATION AND RELATED WORK

A. Spreading activation theory

Spreading activation theory was proposed by Collins A. M.
in 1975 in the study of memory and language [3]. Anderson J
R introduced a complete theory on spreading activation
process and its architecture [1]. The theory proposes that the
semantic networks that represent specific semantic memories
are organized into a larger network that comprises concepts.
The relation of the concepts can be strengthened in a learning
process called activation. The theory has been widely used in
text  semantic  understanding  [2][5][9][26] and
recommendation systems [4]. Related software has also been
developed to simulate the spreading and activation process
[23]. Fu’s paper described the application of spreading
activation theory in the field of scenario reasoning [6].

Spreading activation reasoning is the process of
continuously activating human knowledge and constructing a
conceptual system according to the acquired information. For
example, when the concept “salt” is acquired, we may think
of concepts related to salt such as “salty” and “soluble”.
Then, when the next concept "water" is acquired, our
attention may focus on the concept of "soluble” and finally
we form a certain scenario. The formation process of this
scenario is closely linked. Different knowledge systems and
inputs including different input sequences will affect the final
scenario and the corresponding activation trajectory.

Although the spreading activation theory is mainly applied
in the fields of conceptual and semantics reasoning, it can be
a good reference for cryptography. The correspondence of
input concepts and activation trajectory is just like the
correspondence of plaintext and cipher text. The complex
and unpredictable actions in the cipher space can provide
security.

Let’s take a well-known image as a cipher space. Figure 1
shows a trajectory found for the sentence “Hello world!” by
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fitting ASCII code of characters to the color of pixels.

Fig. 1. A trajectory for “Hello world!” in the picture Lenna.

B. Evaluation methods

The first criterion for an encryption method is strength,
which means the time consumed to enumerate possible
passwords. However, the strength is not enough for a good
encryption method. To defend differential attack and
statistics-based attacks, balancedness and nonlinearity are
other important metrics for encryption methods [8][10].
S-box is often used to reduce linearity [20]. Some functions
are developed to gain balancedness [8].

Entropy is a popular metric of information [22]. Mutual
information can be used to measure the relation of two
discrete variables such as plaintext and cipher text. It can be
defined as follows:

p(c,t)
I(C,T)= DI
©1=2.2 pelog o @

C and T represent two variables which mean cipher text
and plaintext respectively. Their possible values are
represented as ¢ and t in the formula. Mutual information
varies from 0 to 1. Higher value means closer relation.

Correlation coefficient is a metric to evaluate the relation
between two groups of numbers [13]. Although the metric
can not be used to measure the relationship between the
characters and their whole representations directly, it can be
used to measure the relation between the ASCII code of
characters and each component of their representations.

C. Related encryption methods

1) Simple substitution methods

Base64 is a popular block encryption algorithm [19]. The
algorithm uses 24 bits (3 characters) as a block to encrypt.
The same plaintext block corresponds to the same cipher text.
It is easy to know that if all possible cipher text
corresponding to the blocks that can be enumerated, any
cipher text can be easily decrypted. For base64 encryption,
the number of calculations required is 224 or 2563. If the
encryption object is limited to English characters that can be
displayed, the amount of calculation will be smaller.
2) DESand AES

DES is another block encryption algorithm [12]. The
algorithm uses a 56-bit password block to encrypt a 64-bit
plaintext block. Because of the short password, the strength
of the algorithm is weak [10]. The algorithm is also

vulnerable to side channel attack [12].

AES is an advanced standard of encryption [11]. The
algorithm uses bigger blocks and longer passwords. The
strength of AES is better than that of DES. AES has many
modes, and CBC is a popular one. There are also many
methods to attack AES systems [14][16][20][27].

3) Stream cipher RC4

RC4 is a common stream encryption algorithm [21]. It is
famous about the low correlation between its plaintext and
cipher text. The algorithm steps are as follows [13]:

* Use n numerical values (usually 0-255) to generate a
random array s according to the ASCII value of the password
by exchange operation.

* According to the plaintext length | and S, the encryption
string Sy with length | is generated by the exchange operation.

* Use elements in plaintext to XOR the corresponding
elements in S to generate cipher text.

The algorithm has good balance and nonlinearity. Because
step 2 can almost guarantee that the cipher text of the same
characters in different positions is not the same, it is strong
for brute force attack. However, when the password is
determined but unknown (for example, the password of an
account is encrypted with a fixed password), the cipher text
of a character is only related to the character and its location.
The cipher text with different contents can be decoded by
calculating Sy. Sk can be obtained by simple XOR
calculations (because C=S @ P, itiseasytogetS,=C ® P,
only a piece of plaintext with the same length as the target
plaintext needs to be prepared for encryption and XOR
operation). This also makes RC4 unsuitable for encrypting
text with fixed passwords (for example, encrypting user
passwords in application systems). The algorithm is also
vulnerable to attacks [25].

4) TEA

TEA is a lightweight encryption method which is widely
used in 10T and RFID [28]. The method uses a 32-bit key to
encrypt data. As a lightweight encryption method, it can run
efficiently in embedded systems. Since the key is short, the
method is not as safe as traditional encryption methods such
as DES and AES.

5) Overview of current encryption methods

These encryption methods use a complicated process to
ensure safety. However, the key length decides the actual
safety of any encryption method. Unfortunately, the length of
a key is often short. Furthermore, the number of encryption
algorithms is limited, so hackers can easily decide the
algorithm used by checking the cipher text.

I1l. DEFINITIONS AND METHOD

A. Spread activation trajectory and encryption algorithm

The spreading activation method takes a piece of plaintext
t (usually a character) as the activation source and generates
an activation trajectory as the cipher text by performing two
operations called spread and activation in the spreading
activation space S. The spread function is used to search the
points satisfying the constraint conditions in space S. Once a
point satisfies the constraint conditions, the spread operation
will be ended immediately, and the relative position and
deviation of the point will be recorded as corresponding
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cipher text. Then, the activation process will be started to
locate the starting search point of the next plaintext.

Definition 1. An n-dimensional spreading activation space
is an n-dimensional vector space S. A position in the space
can be represented as an n-dimensional vector P,, which can
be abbreviated as P. Each position corresponds to a point in
the space, which has a value Vp.

The operation of spread takes the plaintext T and the
starting position P as input and finds the first point in the
neighborhood of P that conforms to formula 2.

pe{plpeSaly,~t|<d} @

The o in formula 2 is the allowed deviation. It can
gradually increase with the search process. When the point is
found, a tuple c; described in formula 3 is returned as the
corresponding cipher text.

C.=(@p=p-p,.dev=v,-1 ®)

After finding the qualified point to generate the cipher text,
the activation operation is started immediately to determine
the starting search position of the next character. The
activation operation uses the tuple generated by the spread
operation as the input and produces a position p as the next
start point. Run the whole process iteratively until all cipher
text is generated for the plaintext. The whole encryption
algorithm can be described as follows.

Algorithm 1: Encryption Algorithm
Input: plaintext PT, cipher space S, startpoint p
Qutput: cipher trajectory T
foreach character ¢ in PT do
cr=spread(S.p.c)
Append e o T
p=activation(et)
end
Return(T)

Figure 2 shows the encryption process of the plaintext
string "SA" in one-dimensional space. The process is carried
out on a one-dimensional integer array with 10 integers and
the starting point is the first element (position 0). The spread
operation is defined as a forward search until the difference
between the ASCII code and the target character is less than
or equal to 2. The activation operation is defined as moving
forward 3 positions.

start positior={ target=83

STEP1 [66 [ 75 [ 83 [ 97 [ 64 [ 71 [ 65 [ 77 [62 [ 69| ecipher text=""

start positior=1 target=13

sTEP2 [ 66 [ 75 [83 [ 97 [ 64 [71[65 [ 77 [ 62 [ 69 | ecipher test="(2.0)"

start position=3 target=63

STEPS [ 66 [ 75 [ 83 [97 [ 64 [71[65 [ 77 [62 ] 69| cipher tmet="(2.0)"

start position=3 target=43

sTEP4 [ 66 | 75 [ 83 [97 [ 64 [71[65 [ 77 [62 [ 69 | ecipher texe="02.0)(10)"

Fig. 2. Spreading activation encryption in 1-D cipher space.

As shown in the figure, the pointer is in position 0 when
the target character ‘S’ comes. The ASCII code of ‘S’ is 83.
Then the pointer shall go to position 2 and the deviation is 0.

Tuple (2,0) is the cipher text. In the next step, the pointer
moves to position 5 according to the activation function.
Target of the second round is character ‘A’ which has an
ASCII code 65. The pointer shall go to position 6. The
distance to the start position is 1. So, the cipher text for
character ‘A’ is tuple (1,0).

B. Decryption algorithm

It is obvious that the plaintext can be generated by
repeating the trajectory in the encryption spreading activation
space S. The decryption algorithm is described as follows.

Algorithm 2: Decryption Algorithm

Input: cipher trajectory T, cipher space S, startpoint p
Qutput: plaintext PT
foreach wple ¢ in P do
pt=p+ ct. Ap
c=Vt-r; dev
Append ¢ to PT
p=activation(e, )
end
Return(PT)

C. Efficiency of algorithms

Although the spreading activation space is large, the
encryption algorithms are not so slow in fact. Assuming that
there are L kinds of characters uniformly distributed in the
spreading activation space, the probability of finding a
qualified point in each search can be given by the following
formula:

26+1
P == @

The mathematical expectation of times to find the point

that meets the requirements is as follows:

. i-1 i 5
e =X (- p(x) - (@-p(x)] ©
It is easy to prove formula 6:
1
E(X)=—+ (6)
p(x)

When & = 5, the expectation converges to 23.27. When
O = 10, the expectation converges to 12.19. An average of
ten to dozens of searches can complete the encoding of a
character. The complexity of the decryption algorithm is O
(n). It is efficient and fast.

IV. CRYPTANALYSIS

A. Enumerating attack

In the case of knowing the activation function and
spreading method, the brute force attacking of spreading
activation encryption algorithm needs to guess the encryption
space of the algorithm first, then try to verify each point as a
potential entrance. The encryption space may be a picture, a
file, or even an unbounded space defined by a function. The
cost of enumerating is large or even theoretically impossible.
If the size of the spreading secret space is limited and denoted
as | S|, each point has x values, then the algorithm strength N
can be given by the following formula:

N=S|xx" @)
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Usually, value of x is 256 corresponding to the number of
ASCII codes. Clearly, N is a large number when | S | is big.

B. Choose plain text attack

Because the cipher text of each character is related to all
previous characters, there are 256' values need to be
considered for the attack of the i-th character. For the
plaintext with the length of n characters, the encryption
program needs to be run 256" times to enumerate the result.
When n = 4, it needs to try 4 billion times to reach the result,
which is almost impossible to complete. However, it is
almost meaningless to decrypt only the first 3-4 characters.

V. EXPERIMENTS AND EVALUATION

A. Experiments description

In order to test the performance and security of the
algorithm, experiments are carried out in a two-dimensional
spreading activation space with appropriate spread operation
and deviation parameters. The operation of spread is shown
in Figure 3. The starting point is labeled 0 in the center of the
space. The surrounding points labeled 1, 2, 3, and so on are
searched subsequently until the point meeting the deviation
requirements is found.

TABLE
SPREADING ACTIVATION ALGORITHMS IN EXPERIMENTS

Algorithm Deviation Activation function
SA-r-10pd r X=pxx10xdev;y= pyx10xdev
SA-0-10pd 0 x=pxx10xdev;y= pyx10xdev
SA-1-10pd 1 x=pxx10xdev;y= pyx10xdev
SA-3-10pd 3 X=pxx10xdev;y= pyx10xdev
SA-5-10pd 5 x=pxx10xdev;y= pyx10xdev
SA-10-10pd 10 x=pxx10xdev;y= pyx10xdev
SA-r-0 r X=p

SA-r-+20 r Xx=x0+20,y=y0+20

SA-r-p r X=X0+ px;y=y0+ py

Nine algorithms are used in the experiments. Deviation r is
the deviation that equals to the searching layer number of the
spread operation (1, 2, 3,...in Figure 2).

A two-dimensional matrix with 1024*1024 elements is
used as the spreading activation space in the experiments in
this paper. Plaintext used in the experiments is a text file from
the web which is 1.09MB. Some experiments use part of the
text file. The distribution of characters of the file is shown in
Figure 4.
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Fig. 4. Distribution of characters in experimental data
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Fig. 3. Spreading order in 2-D cipher space.

Different activation operations and deviation parameters
are chosen to generate different algorithms in experiments.
The nominations of the algorithms are shown in Table 1.
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B. Choose activation function

The activation function has a great influence on the
spreading activation trajectory. The experimental results of
different algorithms to encrypt a piece of plaintext with about
2000 characters are shown in Figure 5.
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Fig. 5. Activation points in 2-D cipher space
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Graph (a), (b) ,(c), (d) in the figure show the distribution of
points used for encryption corresponding to algorithm sa-r-p,
sa-r-0, sa-r - + 20 and sa-r-10pd respectively. The encryption
points of sa-r-O(graph b) distribute in a small range around
the starting point. The large encryption space is not well
utilized for this algorithm. It is obvious the algorithm sa-r-0 is
relatively vulnerable to brute force attack. Algorithm sa-r-p
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and sa-r-+20 make better use of the encryption space.
However, they are not good enough. Especially, the
encryption points of sa-r -+20 distribute around a line. It is
not a very safe distribution. Algorithm sa-r-10pd’s
encryption points distribute all over the encryption space
evenly. It is difficult to predict and simulate the encryption
space used for the activation method.
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Fig. 6. Distribution of X, Y, Dev in cipher text of different )
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C. Choose deviation parameter

In the encryption process, the selection of the deviation
parameter has a great influence on the encryption
performance, coding length, and security of the encryption
system. In Figure 6, graph (a), (b). (c). (d). (e). (f) are the
distribution of output components X, Y, and Dev when the
deviation is allowed to be less or equal to 0, 1, 3,5, 10 and r
respectively. Spreading function is the same: x=p,x10xdev;
y= pyx10xdev.

It can be seen from the figure that when the lower
deviation parameter is set, the scope of the search becomes
larger, and the range of variables X and Y become larger.
That means the encryption time will be longer, and X, Y will
carry more information. On the contrary, the higher the
deviation parameter, the smaller the scope of search, the
smaller the value range of X and Y, the shorter the encryption
time, and the more information the Dev component carries.
The algorithm sa-r-10pd is relatively balanced in all aspects.
Furthermore, the distribution also affects the representation

of the cipher text. When O = 0, the value of X and Y varies

from — 20 to 20, which requires 6 bits to represent. When o
= 5, they need only 4 bits to represent. Considering
conditions such as security, speed and cipher text length,
sa-r-10pd, sa-5-10pd and sa-10-10pd are more suitable for
practical application.

D. Statistical features of algorithms

Mutual-information and correlation coefficient of plain
text and corresponding cipher text is shown in the following
table. To get more convincing results, 50 different spreading
activation spaces are generated to get a mean score and
standard deviation. Because the correlation coefficients can
be negative values, mean absolute values are used instead of
mean values.

TABLE 1l
COMPARE OF DIFFERENT ENCRYPTION ALGORITHMS

Algorithm Encryption Encryption time Decryption time
g strength (in seconds) (in seconds)
1024 X 1024 X
SA-r-10pd o5 gl021024 10.08 141
1024 X 1024 X
SA-5-10pd o520z 8.02 1.43
1024 X 1024 X
SA-10-10pd o5L02102 5.61 141
Base64 256° 1.31 1.35
RC4 2562 1.04 1.25
DES 2% 54.17 52.12
AES-CBC 212 8.67 6.49
TEA 2% 8.32 8.31

TABLE I
MUTUAL-INFORMATION AND CORRELATION COEFFICIENT OF DIFFERENT
ALGORITHMS
Mean Standard Mean absolute value of
Algorithm Mutual deviation correlation coefficients
information X y dev
SA-r-10pd 0.02297 0.00477 0.00455 0.00240  0.00300
SA-1-10pd 0.02488 0.00317  0.00405  0.00530 0.00438
SA-5-10pd 0.02476 0.00368  0.00014  0.00268 0.00248
SA-10-10pd  0.02425 0.00529  0.00314  0.00305 0.00409
SA-r-0 1 0 0.60432 0.28436  0.20456

From the result, it is concluded that the activation
operation can solve the problem of statistical vulnerability.
With a random cipher space, the first four algorithms in the
table are not vulnerable to statistical attacks. Activation
operation is not used in the algorithm SA-r-0, so it is
vulnerable to statistical attacks.

E. Comparing speed and safety with other methods

Experiments were carried out to compare metrics such as
brute force cracking difficulty, encryption speed and
decryption speed with other encryption methods. The results
are shown in Table 3. The results of spreading activation
algorithms are the mean results of 50 experiments.

In order to compare the efficiency of each algorithm fairly,
the data in the table are obtained by programs in python using
the same plaintext which has the size of 1.09MB. The
experimental results show that the encryption strength of the
spreading activation encryption algorithm is high. The
encryption speed is relatively slow but faster than DES. The
encryption and decryption speed of TEA are both slower than
those of the spreading activation based method.

0 /1 1 /
SA-r-10pd ~ SA-5-10pd SA-10-10pd TEA RC4

Fig. 7. Mutual-information scores of lightweight encryption algorithms.

Figure 7 shows the mutual-information scores of
lightweight encryption algorithms. The lower score means
the less relation between plaintext and cipher text. All the
spreading activation based algorithms get similar mutual
information scores. These scores are much lower than the
score of TEA. Although they are a little higher than that of
RC4 algorithm, they are low enough to resist the attack based
on statistics.

VI. CONCLUSION

Many algorithms can be derived from the spreading
activation encryption method. These algorithms can use large
spreading activation encryption space and more complex
operation of spread and activation to encrypt. The value of a
packet affects the cipher text of all subsequent packets in all
these algorithms. The time cost of brutal cracking these
algorithms can be great. The mutual information scores
between plaintext and cipher text in many algorithms are low
enough to resist the statistical cryptanalysis of known
plaintext and cipher text. In addition, they cannot be
described by simple logic functions because the activation
and spreading operations are variable. It is difficult to find a
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common weakness of spreading activation based algorithms.
On the other hand, although the keys can be very long,
spreading activation based algorithms can be run efficiently
especially in the decryption process.
These algorithms are suitable both for text file and binary
file encryption.

VII. DISCUSSION AND FUTURE WORKS

A. Selection of encryption space

The construction and selection of encryption space are also
important factors affecting the distribution of cipher text and
security. Taking this experiment as an example, it is obvious
that the proportion of blanks and lowercase letters is much
larger than that of uppercase letters. If the distribution of
values in the encryption space is similar to the distribution of
ASCII codes in plaintext, the speed of the encryption
algorithm will be much faster. However, the security
decreases while fewer values are contained in the encryption
space. The method will be more vulnerable to side-channel
attacks [27] too.

There are also some bad encryption spaces just as weak
keys in other encryption methods. Obviously, an encryption
space consisting of points with the same value is a bad one.
Encryption spaces consists of points with similar values in
their neighborhoods are not good too. However, the
activation process can solve the problem. For example, an
experiment applying sa-r-10pd on the encryption space
generated according to the picture Lenna results in the mutual
information 0.07246. The result is worse than those results
with random-valued encryption spaces but acceptable.
According to the experiments, randomly generated
encryption spaces are often good enough.

B. Good or best algorithms

The algorithms in this paper such as sa-r-10pd, sa-5-10pd
and sa-10-10pd are effective and efficient, but they may not
be the best algorithms in the spreading activation scheme.

Many spreading activation based algorithms are good
encryption algorithms. Although it is not easy to find the
unique best combination of spreading space and activation
operation, these algorithms are good enough as encryption
algorithms.
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