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Abstract—Telecommunication network fraud, characterized
by its prevalence and cross-regional nature, poses a significant
threat to the public welfare and undermines social stability.
This paper employs evolutionary game theory and numerical
simulation methods to investigate the police-enterprise coop-
eration mechanisms in the governance of telecommunication
network fraud and compares the decision-making behavior
of the involved parties under static and dynamic punishment
mechanisms. The paper reveals the following findings: under
the static punishment mechanism, when the difference in
return on investment (ROI) between public security organs
and enterprises is lower than the losses incurred by choosing
non-cooperative strategies, both parties will opt for proactive
cooperation. Specifically, when the ROI for enterprises actively
cooperating is significantly higher and positive, and the losses
incurred by public security organs for passively cooperating
are relatively low, the probability of active cooperation between
the police and enterprises exhibits periodic oscillation. Further-
more, the implementation of a dynamic performance evaluation
mechanism by the government has been shown to lead to a
convergence in the probability of proactive strategies adopted by
both parties. To effectively address telecommunication network
fraud crimes, it is imperative for the government to enhance its
punitive measures against public security organs and implement
an appropriate punishment mechanism.

Index Terms—telecommunication network fraud, police-
enterprise cooperation, evolutionary game model, performance
evaluation mechanism, dynamic punishment mechanism.

I. INTRODUCTION

ELECOMMUNICATION network fraud, a novel form

of criminal activity, exploits digital platforms such
as the telecommunication networks to perpetrate fraudu-
lent acts. This type of fraud is characterized by its non-
contact nature, enabling it to quickly and covertly target
a wide audience through means such as phone calls, text
messages, and platforms like WeChat and QQ. In contrast
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to traditional fraud, which generally requires face-to-face
interaction, telecommunication network fraud is not only
more economical to execute but also more efficient, employ-
ing increasingly sophisticated methods that are difficult to
recognize. This type of fraud has become a widespread global
issue, threatening personal property security, social trust, and
economic growth. The swift advancement of the Internet
and mobile communication technologies has significantly
facilitated fraudulent activities. According to the Federal
Trade Commission (FTC), U.S. consumers suffered losses of
up to 8.8 billion due to fraud in 2022, marking an increase
of over 30% compared to 2021 [1]. As the country with
the highest number of Internet users in the world, China
is also confronted with a significant challenge related to
telecommunication network fraud. In 2023, Chinese public
security organs initiated legal proceedings against 464,000
telecommunication network fraud cases and apprehended
690,000 suspects, underscoring the formidable challenge in
addressing this pressing issue [2].

In the ongoing struggle against the proliferation of
telecommunication network fraud, both public security or-
gans and telecommunication companies assume substantial
responsibilities. However, due to their respective interests
and the inherent challenges of practical cooperation, there
are frequently instances of inadequate collaboration between
law enforcement and enterprises. As communication service
providers, telecommunication companies directly correlate
their revenue to user engagement. Consequently, excessively
tightening communication channels, which may be utilized
for fraudulent activities, undoubtedly affects their economic
interests. Conversely, public security organs face challenges
such as limited police resources, difficulties in cross-regional
case coordination, and insufficient technical means when
combating telecommunication fraud. Despite the Ministry
of Public Security’s repeated emphasis on the necessity of
enhanced coordination among various departments, public
security organs may encounter difficulties in fully investi-
gating telecommunication fraud cases due to performance
evaluation pressures and other factors, as these investiga-
tions are often intricate and time-consuming. The China
Academy of Information and Communications Technology’s
“2023 Internet Network Security Report” underscores that
inadequate information sharing and collaboration represent
significant challenges in the governance of telecommunica-
tion network fraud, underscoring the imperative for enhanced
police-enterprise cooperation to bolster early warning and
prevention capabilities [3]. Consequently, the present study
will focus on enhancing the willingness of police-enterprise
cooperation and explore the establishment of a more efficient
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reward and punishment model. The objective is to provide
new ideas and solutions for effectively curbing telecommu-
nication network fraud.

The existing research on the governance of telecommuni-
cation network fraud has primarily centered on technical pre-
vention, legal regulation, and public awareness campaigns.
With respect to technical prevention, researchers have ex-
plored methods for identifying and intercepting fraudulent
calls and messages using big data analysis and machine
learning algorithms [4]. In terms of legal regulation, scholars
have analyzed the shortcomings of the existing legal frame-
work in combating telecommunication network fraud and
proposed recommendations for improving relevant laws and
regulations [5]. Furthermore, enhancing public safety aware-
ness is identified as a pivotal strategy to prevent telecom-
munication network fraud with related studies underscoring
the importance of enhancing public awareness and skills
in fraud prevention [6]. However, the intricacy and covert
nature of telecommunication network fraud underscores the
limitations of a singular governance approach. Specifically,
the integration of public security departments’ resources
and telecommunication companies’ resources to establish an
effective cooperative mechanism is a crucial issue that ne-
cessitates attention. Existing research has scarcely addressed
the role mechanism of police-enterprise cooperation in the
governance of telecommunication network fraud and how to
incentivize such cooperation through reasonable institutional
design. The predominant approach in the field of crime
governance research employs analytical frameworks, which
impedes the effective resolution of intricate systemic issues
posed by telecommunication network fraud.

Evolutionary game theory, as an analytical instrument for
studying strategic interactions among subjects, possesses the
capability to dynamically simulate the learning, adaptation,
and evolutionary behaviors of different entities during the
course of the game [7], [8], [9]. This capacity to simulate
provides novel perspectives for understanding cooperation
and conflict within complex systems. Recent studies have
employed evolutionary game theory to analyze various as-
pects of governance, including the strategic interactions
among government and enterprises in environmental regu-
lation, revealing the cooperative and competitive relation-
ships essential for effective governance [10]. On the one
hand, research has underscored the significance of inter-firm
cooperation in collaborative emission reduction strategies
within green supply chains under government regulation,
as well as the dynamic relationships among stakeholders in
environmental pollution control [11], [12]. On the other hand,
the role of evolutionary game theory in promoting sustainable
development through green innovation strategies has been
emphasized, alongside the significance of multi-party cooper-
ation in enhancing governance effectiveness through central
inspections and media supervision[13], [14]. Collectively,
these papers underscore the efficacy of evolutionary game
methods in analyzing the behaviors and strategy evolution of
subjects within complex systems, thereby providing valuable
references for addressing complex governance issues.

In light of the above, this paper aims to utilize evo-
lutionary game theory to develop an evolutionary game
model that examines the interactions between public secu-
rity organs and telecommunications enterprises. This model

will enable a comprehensive analysis of the critical factors
affecting the willingness and effectiveness of cooperation
between the police and enterprises. Furthermore, the pa-
per will explore how reasonable incentive and constraint
mechanisms can promote collaboration between the police
and enterprises, thereby enhancing the governance effec-
tiveness against telecommunication network fraud. Utilizing
evolutionary game theory, this research endeavors to elu-
cidate the intrinsic motivational mechanisms underpinning
police-enterprise cooperation, thereby providing a scientific
foundation for governmental entities to formulate efficacious
policies, culminating in the enhancement of the governance
level of telecommunication network fraud.

II. EVOLUTIONARY GAME ANALYSIS OF
POLICE-ENTERPRISE COOPERATION

The determination of telecommunications enterprises to
adopt proactive cooperation strategies is contingent upon the
active collaboration of public security organs. Both parties
operate under the principle of bounded rationality, wherein
enterprises evaluate the benefits received against the costs in-
curred, and public security organs consider the performance
evaluation mechanisms of the government. When enterprises
face low profits and high costs, and public security organs
are under significant pressure from government penalties,
this can adversely affect the willingness of both parties
to engage in proactive cooperation, leading to the failure
of collaborative cooperation in telecommunication network
fraud. When both parties confront incomplete information,
they will eventually identify suitable strategic behaviors over
time through continuous trial and error. Consequently, this
paper employs an evolutionary game model to investigate
the strategic choices of cooperation between public security
organs and enterprises.

A. Basic Assumptions

Hypothesis 1:  During the collaborative process of
combating telecommunication network fraud, the cooperative
entities consist of public security organs and enterprises.
Both parties adopt two types of strategies: proactive col-
laboration and passive collaboration. Let the probability of
proactive collaboration by public security organs be x, and
the probability of passive collaboration be 1—z. Similarly, let
the probability of proactive collaboration by enterprises be y,
and the probability of passive collaboration be 1 — y, where
y € (0,1). Specifically, proactive collaboration by public
security organs is characterized by their efforts to more
effectively combat telecommunication network fraud. This
includes providing sufficient manpower and financial support
to enterprises, actively participating in joint investigations,
offering enforcement assistance, and ensuring the legality
of relevant actions. Proactive collaboration by enterprises
is reflected in their active reporting of telecommunication
network fraud incidents to public security organs, strength-
ening internal management, and providing necessary tech-
nical support and assistance [15], [16]. Conversely, passive
collaboration by public security organs is manifested in their
failure to respond promptly and effectively to requests for
assistance from enterprises in combating telecommunication
network fraud. This lack of initiative results in an inability
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to take proactive measures and actions against fraud cases.
Similarly, passive collaboration by enterprises is character-
ized by their failure to report fraud incidents to public
security organs in a timely manner, reflecting a lack of
responsibility and awareness. The inaction that characterizes
this passive behavior engenders an incapacity to institute
early warning mechanisms for telecommunication network
fraud. Consequently, this results in delayed responses to
fraud incidents and heightened risks and losses.

Hypothesis 2: The normal benefits for public security
organs and enterprises in combating telecommunication net-
work fraud are denoted as 7 and s, respectively. If public
security organs choose to engage in proactive cooperation,
they will incur a cooperation cost C7, which includes in-
creased investment in manpower and material resources,
as well as costs associated with information sharing and
coordination management. Similarly, if enterprises choose to
engage in proactive cooperation, they will incur a cooperation
cost Cy, which includes expenses for purchasing security
equipment and software, as well as time costs for collab-
orating with public security organs. Enterprises will also
need to bear certain risks, such as providing sensitive data
that may potentially lead to business information leakage.
However, if both public security organs and enterprises
are willing to engage in proactive cooperation, they can
gain mutual reputational benefits, including enhanced public
recognition for their efforts in combating telecommunication
network fraud. Consequently, the reputational benefits for
public security organs and enterprises are denoted as S
and So, respectively. When both parties engage in proactive
cooperation, the total revenue obtained is denoted as R; and
R,.

Hypothesis 3: Police-enterprise free-riding includes the
negative cooperation type of public security organs and
the negative cooperation type of enterprises, that is, the
opportunism of one party will allow the other party get
the free-riding benefit of its positive cooperation [17], [18].
The negative cooperation type of public security organs
includes the insufficiency of their own resources and work-
load, resulting in the public security organs being unable
to fully commit to anti-fraud work, making it difficult to
realize the leading role in cooperation between the police
and enterprises, assuming that the benefits of free-riding for
its acquisition are denoted as K;. The negative cooperation
type of enterprises includes the lack of communication and
trust in the main body of cooperation, as well as the lack
of sufficient technology and resources to actively cooperate
in the fight against telecommunications network fraud. It is
difficult to realize the value of the leading role in the process
of cooperation between the police and enterprises, assuming
that the benefits of free-riding for them are denoted as K.

Hypothesis 4: The government, as a third party, for-
mulates policies and supervise the work of public security
organs in combating telecommunication network fraud, even
if it is not directly involved in the game of police-enterprise
cooperation, but can indirectly affect the outcome of the
game by setting up a punitive mechanism for public security
organs. The effectiveness of police-enterprise cooperation
is included in the performance appraisal[19]. If the public
security organs choose to cooperate negatively, resulting in
the deterioration of the effectiveness of police-enterprise

cooperation, the public security organs will be subject to
performance appraisal penalties, including failure to meet the
expected amount of penalties, and losses due to administra-
tive warnings, orders for rectification, and so on.

B. The Construction of Evolutionary Game Model

Based on the above hypotheses, the strategy choices and
payoff matrix for the game between public security organs
and enterprises can be derived, as shown in Table 1.

Based on the payoff values of each decision-maker in
Table I, the expected payoff U;; for public security organs
adopting an active cooperation strategy and the expected
payoff Ui, for adopting a passive cooperation strategy, as
well as the average expected payoff U; for public security
organs, are calculated as follows:

The expected payoff for public security organs adopting
an active cooperation strategy is:

Ui = y(m+S1+R1—C1)+(1—y)(m+S1—Ci1—F) (1)

The expected payoff for public security organs adopting a
passive cooperation strategy is:

U12:y(7r1+K1—F)+(1—y)(7T1—F) (2)
The average expected payoff for public security organs is:
Uy =2Up; + (1 —2)Uss
=zy(Ri+F—Ki)+2(S1 — C1) + yK; 3)
-I— ™ — F
The replicator dynamic equation for public security organs
adopting an active cooperation strategy is:
dz
Fi(z) = i (U — Ur)
z(1—a2)y(Ri+ F— K1)+ 51 — (1]

“4)

Similarly, enterprises can select the cooperative strategy
of active collaboration, represented by the dynamic process
G1(y), thereby achieving a synergy between public security
organs and enterprises. The dynamic process of collaborative
governance can be organized as follows:

{F1<a:> = a(1-2)[y(By + F — K1) + 81 — 1],
=y —

G1(y) (1-y) [x(Rz —Ky)+ S5 — 02]' )

C. Stability Analysis of Evolutionary Game under Static
Punishment

1) Stability Analysis of a Single Agent: According to
the stability theorem of differential equations, the proba-
bility of public security organs adopting an active coop-
eration strategy reaches a stable state when Fj(z) = 0
and dFy(z)/dx < 0. For simplicity, let H1(y) = y(R1 +
F — Ky)+ S — C;. From Hy(y) = 0, we can derive:
y* = (C1 — S1)/(R1 + F — Ky). Similarly, the probability
of enterprises adopting an active cooperation strategy reaches
a stable state when G1(y) = 0 and dG;(y)/dy < 0. Let
Hy(z) = (R — K3) + So — Co. From Hs(x) = 0, we can
derive: x* = (Cy — S3)/(R2 — K3).Here, we only consider
the cases where C1—S; > 0, Cy—S; > 0, Ri+F—K; > 0,
and Ry — Ko > 0. The analysis of other scenarios is similar.
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TABLE I
Police-Enterprise Cooperation Payoff Matrix

Public Security Agencies / Enterprises

Active Cooperation (z)

Passive Cooperation (1 — )

Active Cooperation (z)

m 4+ S1+ Ry —Cp, m2+ S2 + Ry — Cy

m +S1—C1—F, m+ Ko

Passive Cooperation (1 — x)

T+ K1 — F, 12+ 53 — Ca

w1 — F, mo

Proposition 1: If y < y*, then x = 0 is the evolutionarily
stable strategy; if y > y*, then = 1 is the evolutionarily
stable strategy.

Proof: Since H;(z) is an increasing function, we can
conclude that when y < y*, Hy(y) < 0, which leads to
dH;(x)/dz < 0. Therefore, © = 0 is a stabilization strategy.
When y > y*, Hy(y) > 0, which leads to dHy(z)/dz < 0.
Thus, x = 1 is a stabilization strategy.

Proposition 2: If x < x*, then y = 0 is the evolutionarily
stable strategy; if x > x*, then y = 1 is the evolutionarily
stable strategy.

Proof: Since Hs(z) is an increasing function, we know
that when = < z*, Ha(x) < 0, which leads to dG1(y)/dy <
0. Therefore, y = 0 is the the stabilization strategy. When
x > x*, Ha(x) > 0, which leads to dG1(y)/dy < 0. Thus,
y = 1 is the stabilization strategy.

2) System Stability Analysis: Let F(x) =0 and F(y) =
0 in the above replicator dynamic system. The system has
five equilibrium points, denoted as O(0, 0), A(0, 1), B(1,0),
C(l, 1), and D(acl, yl), where Tr1 = (CQ — SQ)/(RQ — KQ),
y1 = (C1 = S1)/(R1+ F — Ky).

When 0 < U3 —S3 < R — Ko and 0 < 7 — 51 <
Ri — F — K, it follows that 0 < 21 < 1 and 0 < y; <
1, satisfying the above system of equations. At this point,
D(z1,y1) is the system’s equilibrium point.

The local stability of the replicator dynamic system is ana-
lyzed using the Jacobian matrix[20], [21]. When the Jacobian
matrix J at an equilibrium point satisfies det(J) > 0 and
tr(J) < 0, the equilibrium point is an evolutionarily stable
point of the system. For x and y, the Jacobian matrix is
derived as follows:

The Jacobian matrix J can be expressed as:

|4 b1
7=[a
where a1 = (1 — 2.’)3‘)[(7](1%1 + F — Kl) + S — C1],b1 =
ZC(l — :E)(Rl + F — K1)761 = y(l — y)(RQ — KQ),dl =
(1 —2y)[z(R2 — K2) — C2 + Sa).
The determinant of the Jacobian matrix is:
det J = (1 - 256) [y(Rl + F — Kl) + Sl - Cl]
. (1 — 2y) [;C(RQ — KQ) —Cy + SQ] —x
(1—2)(Ri + F — K1)y(1 — y)(R2 — Ka).
The trace of the Jacobian matrix is:
trJ :(1 — 2$)[Q(R1 + F — Kl) + .5 — Cl]
+ (1 — 2y) [I(RQ — KQ) —Cy + SQ]

By substituting the five equilibrium points into the expres-
sions for the Jacobian matrix, its determinant, and its trace,
we obtain the Jacobian matrix and its stability at these five
equilibrium points, as shown in Table II.

The conditions under which public security organs and
enterprises operate can be categorized into the following

eight scenarios, as discussed below. The specific results are
presented in Table III.

(1) Low-medium positive constraints: C; — 57 <
min{0, R, +F—K;}, 0<Cy—S2 < Ry— Ko, indicating
that the return on investment for public security organs during
active cooperation is positive, while the return on investment
for enterprises during passive cooperation is negative. The
loss incurred by public security organs is smaller than the
loss incurred by enterprises during passive cooperation.

(2) Medium-negative-medium-positive constraints: R; +
F-K,<Ci—-51 < 0, 0< Cy—8S5 < Ry— Ko, indicating
that the return on investment for public security organs
during active cooperation is higher than the loss incurred
during passive cooperation, while the return on investment
for enterprises during passive cooperation is negative.

(3) Low-negative-high constraints: C; —S; < min{0, Ry +
F—K;}, max{0, Ry—Ks} < Cy—S,, indicating that the
return on investment for public security organs during active
cooperation is positive, while the return on investment for
enterprises during passive cooperation is negative.

(4) Medium-negative-high constraints: Ry + F — K; <
Cy — 51 <0, max{O,Rz — Kg} < Cy — 8o, indicating
that the return on investment for public security organs during
active cooperation is positive, while the return on investment
for enterprises during passive cooperation is negative.

(5) Low-low constraints: C7 — S; < min{0,R; + F —
K1}, Cy — S5 < min{0, Ry — K5}, indicating that the
return on investment for public security organs during active
cooperation is positive, while the return on investment for
enterprises during passive cooperation is negative.

(6) Medium-negative-low constraints: R1+F—K; < C;—
S1 <0, Cs— Sy <min{0, Ry — K>}, indicating that the
return on investment for public security organs during active
cooperation is higher than the loss incurred during passive
cooperation, while the return on investment for enterprises
during passive cooperation is negative.

(7) Low-medium-negative constraints: C; — S7 <
min{O,R1 —|—F—K1}, Ry — Ko < Cy— S5 < 0, indicating
that the return on investment for public security organs during
active cooperation is positive, while the return on investment
for enterprises during passive cooperation is negative.

(8) Medium-negative-medium-negative constraints: R; +
F—K1<Cl—51<0, Ry — Ky < Oy — Sy <0,
indicating that the return on investment for public security
organs during active cooperation is positive, while the return
on investment for enterprises during passive cooperation is
negative.

Firstly, under the low-negative-high and low-medium-
negative constraints, public security organs tend to favor
active cooperation to maximize input-output benefits. En-
terprises, considering long-term advantages, also incline to-
wards active cooperation. This dynamic leads to a stable
game equilibrium point at (1,0), as seen in Scenarios 3
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TABLE II
EXPRESSIONS FOR THE DETERMINANT AND TRACE OF THE JACOBIAN MATRIX AT EQUILIBRIUM POINTS

Equilibrium Point det J

tr]

0(0,0) (81— Ch)(S2 — Co) (S1—C1) + (52 — C2)
A(0,1) (Ri+F — K1+ 5 —C1)(C2 — S2) (Ri+F—Ki1+5 —C1)+ (C2 — S2)
B(1,0) (R2 — K2 + 52 — C2)(C1 — 51) (Re — K2+ 52 — C2) + (C1 — 51)
C(1,1) (Ri+F-Ki+5 —-Ci)(Re— K2+ 52—C2) —[(Ri+F—-Ki+851—C1)+ (R2— Ko+ 52— C2)]
D(1,1) MN 0
Note: M = (S2 — C2)(R2 — K2+ S2 —C2)/(R2 — K2), N=(Ci —S1)(Ri+F—-Ki1+51—C1)/(Ri+F—Ky).
TABLE III

STABILITY ANALYSIS OF EQUILIBRIUM POINTS UNDER DIFFERENT SCENARIOS

Scenario 1: C1 — S1 < min{0,R1 + F — K1},0< C2 — S2 < R2 — K2 Scenario 2: R + F — K1 <C; — 51 <0,0<Cy —S2 < Ry — Ko
Equilibrium Point | det J trJ Stability Equilibrium Point | det J trJ Stability
0(0,0) <0 | Uncertain Saddle Point 0(0,0) < 0 | Uncertain Saddle Point
A(0,1) >0 >0 Unstable Point A(0,1) < 0 | Uncertain Saddle Point
B(1,0) < 0 | Uncertain Saddle Point B(1,0) < 0 | Uncertain Saddle Point
C(1,1) >0 <0 ESS C(1,1) <0 Uncertain Saddle Point
D(z1,y1) > 0 Center Point
Scenario 3: C1 — S1 < min{0, R + F — K1}, max{0, Ro — K2} < C2 — S2 | Scenario 4: R; + F — K1 < C; — 51 < 0,max{0, Ry — K2} < C2 — S2
0(0,0) <0 | Uncertain Saddle Point 0(0,0) < 0 | Uncertain Saddle Point
A(0,1) >0 >0 Unstable Point A(0,1) < 0 | Uncertain Saddle Point
B(1,0) >0 <0 ESS B(1,0) >0 <0 ESS
C(1,1) < 0 | Uncertain Saddle Point c(1,1) >0 >0 Unstable Point
Scenario 5: C1 — S1 < min{0, R1 + F — K1},C2 — S2 < min{0, R — K2} | Scenario 6: R; + F — K1 < C1 — 51 <0,C2 — S < min{0, Ry — K2}
0(0,0) >0 >0 Unstable Point 0(0,0) >0 >0 Unstable Point
A(0,1) < 0 | Uncertain Saddle Point A(0,1) >0 <0 ESS
B(1,0) < 0 | Uncertain Saddle Point B(1,0) < 0 | Uncertain Saddle Point
C(1,1) >0 <0 ESS C(1,1) <0 Uncertain Saddle Point
Scenario 7: C1 —S1 < min{0,R1 + F — K1},R2 — K2 < C2 — S2 <0 Scenario 8: R1 + FF — K1 < C; —S1 <0,Ry — Ko <C2 — S22 <0
0(0,0) >0 >0 Unstable Point 0(0,0) >0 >0 Unstable Point
A(0,1) <0 | Uncertain Saddle Point A(0,1) >0 <0 ESS
B(1,0) >0 <0 ESS B(1,0) >0 <0 ESS
c(1,1) < 0 | Uncertain Saddle Point c(1,1) >0 >0 Unstable Point
D(z1,y1) <0 0 Center Point

Note: The scenarios where Cy — S1 > 0 are similar and will not be repeated in this paper.

and 7. However, under medium-negative-high constraints,
enterprises may opt for passive cooperation when the costs
of cooperation outweigh the benefits, resulting in the sys-
tem failing to achieve a stable equilibrium, as observed in
Scenario 4.

Secondly, under the low-medium-positive and low-low
constraints, if the benefits of active cooperation for en-
terprises exceed the losses incurred from passive cooper-
ation, both public security organs and enterprises tend to
actively cooperate, resulting in an ideal cooperative state, as
illustrated in Scenarios 1 and 5. Conversely, if the losses
from passive cooperation are lower than the difference in
input-output benefits of active cooperation, public security
organs may choose passive cooperation, leading to a dynamic
state, as noted in Scenario 2. Under medium-negative-low
constraints, public security organs may opt for passive coop-
eration to mitigate excessive losses to their own interests,
while enterprises adjust their strategies due to increased
losses, as shown in Scenario 6.

Finally, under the medium-negative-medium-negative con-
straints, public security organs will determine their coop-

erative strategies based on the difference in input-output
benefits, regardless of whether enterprises choose active or
passive cooperation. Consequently, the strategies of both
parties gradually evolve into a dynamic state, as observed in
Scenario 8. In summary, the cooperative strategies between
public security organs and enterprises are influenced by con-
straint conditions, the trade-off between benefits and losses,
and game equilibrium points, exhibiting complex dynamic
evolutionary characteristics.

D. Evolutionary Game Analysis under Dynamic Punishment

Assume that public security organs implement a dynamic
punishment mechanism, where the government’s punishment
level for public security organs is linearly related to the
probability 1 — x of choosing passive cooperation[22], [23].
Specifically, the original fixed penalty amount F' is adjusted
to (1 — z)F. Under this condition, the dynamic evolutionary
system between public security organs and enterprises can
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be expressed as follows:
Fo(z) =21 —z){y[R1 + (1 — 2)F — Ki]
+ S — 01},
Ga(y) = y(1 —y)[2(Ry — K2) + Sy — Cs].

(6)

It can be derived that the system has at least four
equilibrium points, namely O’(0,0), A’(0,1), B'(1,0), and
Cl(l, 1) Let Ty = (CQ — SQ)/(RQ - KQ) and Yo = [(Cl -
S1)(Re—K>)|/[R1—(Ra— Ko—Co+S9)F— K1 (Ro— K3)],
where: 0 < (C1 — 51)(R2 — KQ) < Ry — (R2 — Ko —Co+
SQ)F — Kl(RQ — KQ), and 0 < Oy — S < Ry — K.

Under these conditions, 0 < x2 < 1 and 0 < y5 < 1, and
the point D'(xz3,y2) satisfies Fz(x2) = 0 and Ga(y2) = 0.
Therefore, D’(x2,y2) is an equilibrium point of the system.

Similar to the steady-state solution method, by taking
partial derivatives with respect to x and y, the Jacobian
matrix can be expressed as:

as b
=[5 i)
where as = (1—2x){y[R1+(1—2z)F — K]+ 51—C1}, ba =
.T(l—l')[Rl-‘r(l—l‘)F—Kl], Coy = y(l—y)(RQ—Kg), d2 =
(1 — 2y)[x(R2 — KQ) —Cy + SQ]

The determinant and trace of the matrix are given as
follows:

det J =(1—22){y[R1 + (1 —2)F — K] + S1 — C1 }
(1 =2y)[x(Ry — K3) — C2 + So] — (1 — 2)
[Ri+ (1 —2)F — Ki|y(1 — y)(Ry — K3).

trJ =(1—22){y[R1+ (1—2)F — Ki] + 51
—C1} + (1= 2y)[2(Ry — K2) — Co + Sa].

According to the conditions D'(zq,ys) satisfying
Fy(z2) =0, Ga(z2) = 0, and the conditions of Scenario 2,
the determinant of the matrix is positive, and the trace of the
matrix is less than 0. The local stability of each equilibrium
point is shown in Table IV.

TABLE IV

Stability of Equilibrium Points under Dynamic Control

Equilibrium Point det J trJ Stability
0'(0,0) <0 Uncertain Saddle Point
A’(0,1) <0 Uncertain Saddle Point
B'(1,0) <0 Uncertain Saddle Point
C'(1,1) <0 Uncertain Saddle Point

D' (z2,12) >0 <0 ESS

According to the results in Table IV, the system has
a unique evolutionary stable point D’(z2,y2). This indi-
cates that under the dynamic punishment mechanism, the
probability of active cooperation between public security
organs and enterprises will stabilize in the long term through
dynamic adjustments. Moreover, public security organs can
dynamically adjust the relationships among various variables,
thereby reducing the probability of passive cooperation by
public security organs. Therefore, from the perspective of
government policy formulation, implementing a punishment
mechanism for public security organs is an effective measure
to reduce telecommunication network fraud.

III. NUMERICAL SIMULATION AND SENSITIVITY
ANALYSIS

This section will focus on studying how changes in system
parameters affect the strategy selection of the game subject.

A. Simulation of System Evolution Path under the Static
Punishment Mechanism

As previously mentioned, under the static punishment
mechanism, the system can exist in eight different states
when parameters take on varying values. To further ex-
amine the evolutionary pathways of the system under
these various punishment mechanisms and to assess the
impact of key parameter variations on bilateral strat-
egy choices, this paper will employ MATLAB software
to conduct numerical simulations for all eight states.
The parameters C1,Co, Ry, Ro, 51,52, K1, Ko, F are set to
10,9,5.5,6,11,8,9, 3, 3, respectively. Under these settings,
they satisfy the conditions of scenario 1, as shown in Figure
1, leading the system to converge to the state (1,1). When
the value of I varies from 3 to 2, it satisfies the conditions
of scenario 2, and the results are shown in Figure 2. At this
point, the evolutionary process of the system exhibits a peri-
odic cycle, suggesting that the system lacks an evolutionary
stable point. The specific conditions for the remaining six
scenarios can also be simulated but will not be elaborated
here.
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Fig. 1: Evolution Path of Scenario 1.
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Fig. 2: Evolution Path of Scenario 2.

Due to the differences in investment returns and benefits
between public security organs and enterprises, the stability
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and speed of returns during active cooperation will vary. This
discrepancy not only affects the willingness to cooperate but
also plays a significant role in determining the effectiveness
and sustainability of the cooperation. Therefore, understand-
ing and reconciling the interests of both parties will be key
to achieving long-term effective collaboration.

B. Simulation of Evolutionary Paths under the Dynamic
Punishment Mechanism

The evolutionary paths of the system under the dynamic
punishment mechanism are simulated. Under the conditions
of Scenario 2, assuming that the initial probability of active
cooperation between public security organs and enterprises
is 0.5, the evolutionary game dynamics of the new system
can be obtained. The simulation results are shown in Figures
3 and 4, and a comparison is made with the static scenario.
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As shown in the previous analysis, the evolutionary game
stable points of the system under the static and dynamic
punishment mechanisms are (x1,y;) and (x2,ys2), with co-
ordinates (0.33,0.67) and (0.33,0.46), respectively. From
Figures 3 and 4, it can be observed that under the static
punishment mechanism, the probability of active cooperation
by public security organs, x, and the probability of active

cooperation by enterprises, y, exhibit oscillatory fluctuations.
Specifically, = fluctuates around 0.33, and y fluctuates around
0.67, but neither shows a trend toward convergence. Under
the dynamic punishment mechanism, the probability of active
cooperation by public security organs, z, and the probability
of active cooperation by enterprises, y, stabilize after a brief
period of oscillatory fluctuations. Ultimately, = converges to
a stable value of 0.33, and y converges to a stable value of
0.46.

Under the conditions of Scenario 2, the evolutionary path
of the system under the static punishment mechanism forms
a periodic loop, without a stable equilibrium point, making
it difficult for both parties to determine their strategies.
When the punishment mechanism is set to dynamic, a new
evolutionary game system is constructed. As shown in Figure
5, the evolutionary path of the system exhibits a spiral
trajectory, eventually converging to a stable equilibrium
point. This indicates that from the perspective of long-
term development, the punishment amount imposed by a
single public security organ cannot effectively determine the
strategies of both parties. However, considering the collective
behavior of public security organs as a whole, their decision-
making strategies become predictable and stable. From the
perspective of higher-level government management, it is
necessary for the higher-level government to appropriately
adjust the punishment amounts imposed on public security
organs during negative management scenarios. This adjust-
ment can increase the probability of public security organs
engaging in active cooperation. Therefore, whether from the
perspective of the long-term development of public security
organs and enterprises or from the perspective of higher-level
government management, establishing a dynamic punishment
mechanism is an effective approach to promoting active
cooperation between public security organs and enterprises.
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Fig. 5: System Evolution Path under Static and Dynamic
Punishment Mechanisms.

C. Sensitivity Analysis

To further investigate the impact of various parameters on
the evolutionary paths of the system, in particular the amount
of punishment imposed by the government on public security
organs, a sensitivity analysis was conducted. Specifically, the
effects of changes in F, S;, and K7 on the evolutionary
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paths of the system were analyzed. The results are shown in
Figures 6-8.
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As shown in Figures 6-8, when the value of F' increases
from 2 to 2.3, the system’s evolutionary stable point shifts
from (0.33,0.46) to (0.33,0.51). When the value of S,
increases to 11.2, the system’s evolutionary stable point
changes from (0.33,0.46) to (0.33,0.55). Similarly, when
the value of K increases from 9 to 9.3, the system’s evolu-
tionary stable point shifts from (0.33,0.46) to (0.33,0.41).

When the government’s punishment for negative cooperation
with public security organs increases and the reputation
gained from positive cooperation, it will indirectly affect the
enterprise’s income, and then the enterprise’s positive cooper-
ation will increase. Similarly, when the public security organs
increase the free-rider benefits of negative cooperation, it
will also indirectly affect the overall income of enterprises,
and ultimately reduce the probability of enterprises’ positive
cooperation.

IV. CONCLUSION AND MANAGERIAL IMPLICATIONS
A. Conclusions of findings

This study employs the evolutionary game model to inves-
tigate the decision-making processes of the two subjects re-
garding the mitigation of telecommunication network fraud.
It uses numerical simulations to compare the evolutionary
trajectories under both the static and dynamic punishment
mechanisms. Additionally, a sensitivity analysis is conducted
to assess the impact of changing a specific variable on
the overall evolutionary trajectory of the system. The main
conclusions of the study are as follows:

First, under the static punishment mechanism, when the
difference in returns from positive cooperation is higher than
the loss from negative cooperation, by regulating the rela-
tionship between the parameters, the public security organs
will be able to cooperate positively, while the enterprises will
ultimately choose to cooperate negatively. If the return-return
differential of positive cooperation is higher than the loss of
negative cooperation, the public security organs will choose
negative cooperation to avoid losses, while the enterprises
will choose positive cooperation because the loss of negative
cooperation is higher than the gain of positive cooperation.

Second, if the additional reputational benefits of positive
cooperation are higher than its costs, and the loss of nega-
tive cooperation is higher than the return-return difference
of positive cooperation, the loss of negative cooperation
by public security organs is smaller than the return-return
difference of positive cooperation. If a static punishment
mechanism is used, there is no fixed decision to stabilise
it, and the probability of positive cooperation of both public
security organs and enterprises will show cyclical fluctuations
in the form of oscillations, but if the government adopts
a dynamic punishment mechanism, the probability of the
parties involved will converge to a fixed value.

Third, if the difference between the profit and loss of pos-
itive cooperation between public security organs is smaller
than the loss of negative cooperation, both public security
organs and enterprises will choose positive cooperation,
regardless of the size of profit and loss of enterprises in
positive cooperation.

Finally, as the benefits of the negative cooperation type of
free riding by enterprises increase, public security organs will
cooperate negatively and enterprises will choose to cooperate
positively.

B. Managerial Implications

First, to enhance cooperation incentives between public
security organs and enterprises, it is essential to increase
the benefits derived from their collaboration and to am-
plify the additional advantages of active cooperation. Under
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conditions of low to medium positive constraints and min-
imal constraints, both parties will be compelled to choose
active cooperation. The government should bolster training
and technical support to equip public security organs and
enterprises with the specialized knowledge and skills nec-
essary to combat telecommunication network fraud. This
will not only enhance their capacity to fight against such
fraud but also increase their benefits from participation. By
augmenting the benefits of cooperation, the detection rate of
telecommunication fraud cases can be significantly improved,
enabling public security organs to resolve cases swiftly and
apprehend suspects. Furthermore, this approach will facilitate
the recovery of some defrauded assets, reduce the incidence
of network fraud, and elevate the overall level of network
security.

Second, a dynamic punishment mechanism should be es-
tablished to increase the cost of active cooperation for public
security organs while reducing the cost for enterprises. Addi-
tionally, dynamic punitive measures should be implemented
for instances of negative cooperation. In practice, when
negative cooperation by either the government or public
security organs leads to financial losses, penalties should
be intensified, including substantial financial penalties, to
provide an effective deterrent. This aims to standardize
cooperative behavior and encourage both agents to actively
fulfill their responsibilities.

Finally, the government should integrate punitive mech-
anisms with routine management to ensure the sustainabil-
ity of cooperation. In the short term, routine management
should be employed to enhance the income of public se-
curity organs and enterprises, thereby promoting positive
cooperation. When public security organs exhibit negative
cooperative behavior, performance evaluations should be
conducted to lower their ratings or impose fines and re-
strictions on resource allocation, complemented by public
criticism to damage their reputation. This pressure from
public opinion should motivate them to shift towards positive
cooperation. Concurrently, the government should establish
a data-sharing mechanism with enterprises to facilitate in-
formation exchange and monitor anti-fraud activities. En-
hancing enterprises’ sense of social responsibility through
laws, regulations, and industry self-regulation will further
improve the efficiency of cooperation and strengthen anti-
fraud capabilities.
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